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ABSTRACT
The rapid integration of eLearning platforms in higher education, accelerated by
the COVID-19 pandemic, has created significant opportunities for flexible teaching
and learning while simultaneously amplifying critical concerns regarding student
data privacy and security. This study investigates the application of Natural
Language Processing (NLP) through sentiment analysis to proactively identify and
address learners' privacy challenges in digital learning environments, focusing on
institutions in Ghana, including the University of Cape Coast, University of Energy
and Natural Resources, and Kwame Nkrumah University of Science and
Technology. A novel two-tiered hierarchical framework was developed using
advanced transformer-based architectures, specifically fine-tuned Bidirectional
Encoder Representations from Transformers (BERT) models. The primary
sentiment analysis classifier filters user feedback into positive and negative
categories, achieving robust performance with an accuracy of 80-91%, precision of
0.850, recall of 0.840, and F1-score of 0.844 on augmented datasets. For responses
classified as negative, a dedicated BERT-based privacy classifier identifies specific
concerns with an overall accuracy of 74-88%, demonstrating reliable performance
in categorising privacy issues into three prevalent types: data breaches/leakage
(85% accuracy), identity theft (65% accuracy), and location tracking (85%

accuracy).
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CHAPTER ONE
INTRODUCTION

Educational sectors around the world were hardly affected by the breakout
of the coronavirus pandemic in 2020, this together with technological advancement
led to dramatic changes in educational delivery: heralding the adoption and usage
of eLearning technologies. With the numerous benefits associated with this, many
higher institutions have embraced this new change. (Kechaou et al., 2011). E-
learning is defined as a form of education where students work on their own at
home and interact with other students and teachers through chat rooms, electronic
forums, videoconferencing, email, bulletin boards, and other computer-based
communication tools. Among the positives, it has helped to broaden learning limits
to encompass the outside world, and we receive new knowledge from others with
whom we are unfamiliar; we reach out to others' networks to obtain the information
we need: this is all enhanced by technological development and advancement,
specifically Web 2.0 and eLearning technologies (Chang, 2021). That said, the
eLearning and online courses have been popularized. However, moving from
physical to online classrooms has not been without issues. Security remains a
critical concern in online activities, particularly given the significant risks
associated with hacking in today's environment (Kim, 2023).

According to (Mujahid et al., 2021), numerous significant challenges
present substantial risks to e-learning compared to traditional classroom teaching
methods. Understandably, security is essential to maintain users’ trust in the online

learning platform, as any risk could significantly impact students’ views on the
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system’s reliability and trustworthiness. (Chen & He, 2013). As per the literature,
the current e-learning systems do not exploit the potential of learners' support to
protect their privacy and to a larger extent resources on the eLearning system (Smrz,
2004). Therefore, it is relevant to study sentiment analysis on an eLearning
platform's security and privacy issues in higher institutions. According to (Feng et
al., 2020), the rapid advancement of artificial intelligence has led to the emergence
of machine learning as a method for the automatic identification of academic
emotions, marking a significant trend in development. In addition to providing
useful information for examining how students behave in relation to a course,
subject, or instructor, student sentiments and opinions can also be used to enhance
institutions and policies(Kastrati ef al., 2021). These opinions can equally be useful
to eLearning managers to safeguard the security and privacy of learners in the
eLearning platform.
Background to the Study

Digital transformation has become essential for higher institutions to
constantly offer students teaching and learning regardless of their location through
eLearning platforms. More individualized coursework and mixed learning
approaches are now possible because of the development of online learning tools.
Students may now learn, work at their own pace and tailor their educational
experiences to meet their objectives thanks to this trend. This significantly provides
the learning community with a wide range of possibilities, including more flexible
scheduling, access to educational programs, and qualifications (Yussiff et al.,

2013). The Internet's rapid expansion and its capacity for immediate contact at any
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time and from any location have already completely changed people's lifestyles,
organizations, and commercial endeavors. Universities will inevitably undergo fast
change, and the old higher education model is facing tremendous strain from a
society, culture, and technology that are always changing (Escotet, 2023).
Therefore, in order to be competitive, current in every academic field, and
appealing to students, institutions are going more digital and offering easily
accessible remote learning platforms.

The opportunities for advancing educational objectives appear endless
with the increased availability of both traditional and online learning platforms.
Higher education appears to be moving in the direction of more on-demand and
accessible learning. Technology makes it possible for instructional resources to be
delivered online and for information to be shared quickly, enabling learners to
connect quickly and securely. At the same time, the Internet has given us
sophisticated tools and methods to engage in illegal conduct on the Internet, where
most eLearning technologies operate. Considering the dramatic rise in the use of
online learning, security and privacy issues have become more obvious and raised
more issues (Slusky, 2020). All of the security hazards that come with using the
Internet are also present when learning online (Chang, 2021).

Lately, it is not uncommon to hear about identity theft and privacy
violations, data leakage, location tracking, and online fraud that, in the absence of
the Internet, would never have occurred (Yussiff ez al., 2013). Prinsloo et al. (2019)
assert that with the shift in the paradigm from traditional learning to online-based

learning, user privacy is of great concern as the internet hosts perpetrators of
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various crimes. He et al. (2015) postulate that to achieve a competitive advantage,
listening to and understanding what consumers comment on the goods and services
of rivals is often necessary.

Hence, according to (Nasukawa & Yi, 2003) sentiment analysis's primary
concerns include identifying how sentiments are conveyed in texts and if the
opinions or phrases show favourable or unfavorable views about the subject;
however, in this case, eLearning systems. Pathak et al. (2021) assert that making
decisions promptly depends on individuals' opinions, sentiment analysis is regarded
as one of the critical activities from a business perspective, and it is a highly
demanded research domain. Similarly, it is important to understand the opinion of
online learners on their privacy to be able to measure the level of trust from their
perspective. May & George (2011) postulate that the participants' primary concerns
are the protection of their sensitive personal information and the evaluation of the
trustworthiness of the learning environments they use.

Very little research has been done to pinpoint the task of classifying privacy
issues on eLearning from the student's perspective. Concerning the framework, to
conduct sentiment analysis and privacy classification, we initially, aimed to obtain
the sentiment from response/inputs and then perform the classification at the input
or sentence level. Most importantly, privacy-preserving algorithms will be used to
secure the learner's perspectives before training the sentiment model and privacy
classifier. However, in the existing security and privacy issues mitigation, most e-
learning systems managers solely focus on providing security and privacy

protection only from their end (e.g. where the platform for communication is
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located). The users of the system are often ignored. In this vein, the granularity of
the security and privacy protection should be rather large, yet it might not be precise
enough to show the entire security and privacy protection process of the users on
the e-learning platform. Based on this premise, the user's perspective on their
security and privacy could be obtained. This will help shape security and privacy-
related issues on the eLearning platform and subsequently preserve individual
privacy. He et al. (2015) proposed a framework for gathering online consumer
sentiment about a product's reputation. When compared to the traditional survey
strategy, they discover that text mining approaches offer both a significantly lower
cost and a greater amount of knowledge discovery from public opinion.

Alternatively, H. Lee et al. (2013) used adataset gathered from
MyStarbucksldea, one of the most well-known online open innovation
communities, was analyzed using both data mining and sentiment analysis
approaches. Precisely, they used sentiment analysis to determine how each idea and
comment gathered from the MyStarbucksldea website was expressed. Using the
trial results, they have developed a recommendation system that can assist
businesses in sifting through a vast number of ideas to find potential innovations.
Statement of the Problem

(Chang, 2021; Onan, 2021) information and communication technologies
and the internet, the application of Web 2.0, and Massive Open Online Courses
(MOOCs) have considerably affected many aspects, including education. The
outbreak of the COVID-19 pandemic has significantly altered the way that

education is delivered. As a response to this, the Internet and eLearning have been
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the optimal alternatives for face-to-face teaching and learning (M. M. Ali, 2021).
eLearning can be defined as an online educational platform that provides
educational resources to participants without distinctions based on gender,
ethnicity, or location. eLearning platforms typically use traditional learning
materials such as reading books, slide shows, brief video lectures, problem sets,
live chat, and online tests.

Largely, eLearning supports the idea of lifetime individualized learning and
continuous professional learning (Onan, 2021). Thereby, eLearning may comprise
any educational programs that may be accessed and used online. These learning
applications can be made for self-directed, cooperative, or collaborative learning.
Specifically, with multi-user eLearning platforms, pertinent activities such as
instruction, learning, and organizing, are represented by distinct roles and must be
distinguished: the learner, the tutor, the mentor, and the administrators. Personal
information must be shared for the aforementioned roles to interact. (Khurana et
al.,2023). Aimeur et al. (2007) identifies major components of a typical eLearning
system including the Tutor Environment, Learner Environment, Data Storage, and
System Manager. According to Alier et al. (2020) the stakes are considerably higher
when it comes to information technologies in education. In the current scenario, the
educational institution has no control over the student's data. This data is sought
after by the newly researched and produced learning technologies to build the ideal
learning environment, where teachers and students are subtly persuaded to
accomplish what they are asked to do by means of incentive systems and digital

environments. However, in any case, Borcea-Pfitzmann & Stange (2007) postulate
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that there is always a trade-off between privacy and opportunities while acting in
an informational society. That notwithstanding it is mandatory to offer privacy as
possible to the individuals using the eLearning System.

Ivanova et al. (2022) discussion privacy in elLearning, considering
questions related to data management, informed consent, and the construction of
intelligent eLearning environments. Importantly, it points out the need for privacy
preservation in eLearning, considering the implementation of Learning Analytics
(LA) based software and the application of contemporary privacy-preserving
technologies. Given this, emphasis was made on the need for a balanced approach
to protect student privacy. According to Kechaou et al. (2011) Conducted a
comprehensive survey of users' thoughts and opinions is one of the most important
responsibilities of elLearning administration, to meet their demands and
specifications as effectively as feasible. A method to find positive and negative
sentiments about particular topics (such companies and their goods) within textual
data provides a wealth of options for different applications. Such techniques
according to Nasukawa & Yi (2003) would offer strong capabilities for marketing
analysis, competition analysis, and risk management by detecting negative rumors.
Ensuring data privacy in eLearning is a difficult problem in our open and shared
virtual world. Therefore, a holistic approach is needed to mitigate the problem.
Thus, both the management and the student have a role to play. Nasukawa & Yi
(2003) asserts the need for an innate desire to identify and evaluate favorability in

online documents, such as news stories, chat forums, and Web pages, rather than
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creating unique surveys using questionnaires that are laborious, time-consuming,
and difficult to process and understand.

Nonetheless, analyzing positive and negative viewpoints is a difficult
process that calls for high intelligence and a thorough comprehension of the textual
context, utilizing both linguistic and topic expertise as well as common sense.
Particularly during the COVID-19 pandemic, when the majority of educational
institutions switched from traditional in-person instruction to online learning, the
value and popularity of student evaluations have also grown recently (Kastrati et
al., 2021). Unlike in-person teaching-learning environments, where privacy might
not be an issue, online learning environments require the collection of personal
information to personalize the user's learning experience of each learner this
perspective presents privacy and security issues for the learners and the eLearning
platform managers to deal with. Relying on asynchronous text-based
communication may alleviate the level of privacy issues (Dolianiti et al., 2018).
Therefore, the learners need to be involved to mitigate any privacy issues.

According to He ef al. (2015) the current Massive Open Online Courses
(MOOC) do not have frameworks that provide benchmarks that allow the platforms
to compare learners’ sentiments on security and privacy to understand where
privacy preservation must be improved easily. As many learners do not clearly
show nor express or state their dissatisfaction regarding their privacy issues in some
contexts, hence need to predict it from the text data. This text data contains the

reviews of the learners, as these reviews are often extensive in quantities, it is
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laborious, or even impossible, for eLearning management to read all of them and
identify their orientations (Kechaou et al., 2011).

As we identify sentiment behavior from students’ discussion forums, we can
evaluate the learning environment's efficacy in making improvements to student's
learning process, the teaching experience of tutors, and the institutional strategic
perspective of the university (Gkontzis et al., 2017). Early detection of customer
complaints and service issues lowers the possibility of defective products being
widely distributed, improving promotional strategies (Kechaou et al., 2011). That
said, sentiment analysis can play an important role in enhancing the eLearning
management security strategies to protect the learner's personal information and
address other privacy issues accordingly on the eLearning platform. From a
technology standpoint, technological methods continue to be crucial in addressing
security and privacy concerns. Thus, Natural Language Processing a subcategory
of Artificial Intelligence, can help provide solutions to security and privacy issues.
Similarly, student’s security and privacy can be improved from the student's
perspective expressed in textual form.

Waheeb et al. (2022) observed that the subjective nature of textual data from
students who use the E-learning platform can be used to determine attitudes,
sentiments, and opinions while using the online platform for learning. The
algorithmic identification and investigation of viewpoints, attitudes, emotions, and
subjectivities in text is known as sentiment analysis (He et al., 2015). Also, it can
be defined as a branch of affective computing that calls for addressing a number of

subtasks in natural language processing, such as subjectivity detection, concept
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extraction, named entity recognition, and sarcasm detection (Y. Li et al., 2017). It
consists of topic-specific feature term extraction, sentiment extraction, and
association via relationship analysis, and it operates by obtaining sentiments about
a certain topic (Khurana et al., 2023).

The document level, phrase level, and aspect level are the three general
levels at which sentiment analysis can be carried out. By examining the entire
document, sentiment analysis at the document level seeks to determine user
sentiments. Sentence-level analysis is more detailed since it focuses on determining
the polarity of individual sentences rather than the document as a whole. Finding
features or characteristics mentioned in reviews and categorizing user sentiment on
these features are the main goals of aspect-level sentiment analysis (Kastrati ef al.,
2021).

In business settings, sentiment analysis is used to study and examine how
people feel about services, products, mandates, and organizations (Pathak et al.,
2021). Onan (2021) used sentiment analysis on educational data to get input on
resources and learning materials, which provided helpful information to improve
the calibers of instructional materials and determine how pupils learn. Although
data mining, text analysis, and sentiment analysis techniques are frequently adopted
to conduct social media analytics (He et al., 2015), these techniques can also be
adapted to mine the sentiments of learners regarding their privacy on an eLearning
platform. Depending on the above premise, this thesis proposes a method for
sentiment classification based on privacy to categorize learners' opinions about

their privacy on the eLearning platform into positive and negative in a way to
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improve and provide prompt awareness of any privacy issues that may arise. And
subsequently, provide awareness of the most prevalent privacy issues that the
learners encounter. From the learners’ perspective, several papers have used
sentiment analysis to look into the relationship between students' sentiments and
dropout rates in Massive Open Online Courses (MOOCs), as well as the
relationship between attitude and performance with learners' sentiments. To the best
of our knowledge, however, the body of literature is used to establish the status of
evidence lacks a sentiment analysis of students’ feedback regarding their privacy
and security issues on the adoption and usage of eLearning, fueled by the outbreak
of the coronavirus and technological advancements.

This approach will allow the people in management eLearning to identify
any possible problems especially security and privacy issues that might be
encountered and need to promptly resolve such problems and further, foster robust
privacy preservation implementation.

Purpose of the Study

Privacy in the digital space has always been of great concern. This situation
of friction could be solved with the use of the underlying technology of Natural
Language Processing (NLP). Where the learner’s opinions are mined and feedback
is served to the managers of the eLearning system to further foster robust privacy
preservation implementation. Ivanova et al. (2022) suggests the utilization of
machine learning to support decision-making regarding suitable data privacy
preservation models. This study aims to leverage sentiment analysis to address

security and privacy issues on eLearning systems from the perspective of learners.
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Further, an in-depth understanding of the privacy issues and challenges faced by
students and faculty when using eLearning technologies. And subsequently, build
a sentiment and privacy classifier model that will help make recommendations to
upgrade the privacy-preserving metrics within the eLearning platform in the
selected higher educational institutions in Ghana.
Research Objectives

To plan this study, we came up with research questions that were pertinent
to our goals. Defining research questions is the most crucial aspect of this thesis
study because they influenced the design of the research procedure. The following
research questions were developed to achieve these goals:

1. How can sentiment analysis be effectively applied to identify prevalent
privacy concerns expressed by students using eLearning platforms in higher
educational institutions?

2. What specific privacy issues are commonly raised by students in negative
sentiment responses, and how can these issues be addressed through
effective privacy preservation measures?

3. How can higher educational institutions leverage sentiment analysis and
privacy classification models to proactively identify and mitigate privacy
issues within their eLearning environments?

The research objectives accompanying the questions are below:

1. Develop arobust sentiment analysis model capable of accurately classifying
user responses as positive, or negative in the context of privacy concerns on

eLearning platforms.
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2. Train a privacy classifier model to identify specific privacy concerns within
negative sentiment responses, focusing on issues such as data collection,
data breaches, Identity theft, and Location Tracking.
3. Develop recommendations for higher educational institutions to address the
identified privacy concerns, including implementing appropriate privacy
preservation measures and fostering a culture of responsible data handling.
Significance of the Study

In this study, we present a sentiment and privacy classifier model with
benchmarks that can be used to glean the eLearning environment in higher
institutions. This will enhance and identify specific actionable areas in which the
eLearning environment is leading and lagging regarding the security and privacy
of the learner. This will further build learners' trustworthiness of the system. This
approach will offer higher educational institutions and decision-makers a way to
track and quantify students’ satisfaction concerning security and privacy on the
eLearning platforms. In addition, the system could help to eLearning management
officials determine the development and high points of concern for the learner’s
security and privacy in space and time, which will enable the implementation of
appropriate preventive actions to mitigate any security breaches and ultimately
possibly prevent their occurrences.

More to that it will also help authorities in advocating security and privacy
awareness in higher institutions and promoting social responsibility in cyberspace.
In furtherance, this research will provide practical recommendations considering

the results of the study. The recommendations will be specific to the selected higher
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institutions but may also have broader implications for eLearning practices and
privacy considerations in other higher educational institutions. Additionally, the
significance of this study holds not only for the selected higher institutions but also
for commercial providers such as the Massive Open Online Courses. The study may
add to the corpus of information in the fields of educational technology, privacy,
and sentiment analysis, potentially leading to further research opportunities and
publications. The security and privacy of the data and the preservation of the
privacy of the students are those that are considered most important to this thesis.
And sentiment analysis could accomplish this by examining students' textual
feedback traces the opinion of their privacy issues in the eLearning environment.
According to Ortigosa et al. (2014) the students’ sentiments towards a course can
serve as feedback for teachers, especially in the case of online learning. On the flip
side, the sentiment of the students on their privacy would equally serve as feedback
for the eLearning management to further enhance privacy-preserving security
metrics.
Limitations

As identified in the previous chapters, this research focused solely on
selected higher institutions. This limited sample size may not be sufficient to
generalize any hypotheses. Furthermore, in sentiment analysis, sarcasm can be
interpreted differently by humans, whereas machines struggle to recognize it. This
presents a significant challenge for researchers in the natural language processing
domain. Another noteworthy phenomenon encountered in this study involves the

unique challenges associated with mining e-learning reviews and analyzing e-
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learning blogs, which complicates the task and contributes to its complexity. This
factor was a primary cause of our loss of accuracy. It is important to note that this
research does not explicitly aim to address the issue of privacy in eLearning
platforms. However, as previously mentioned, it will serve as a knowledge base to
assist researchers, industry experts, and product designers in better understanding
the prevalent privacy concerns and student sentiments regarding their privacy
within learning systems. This insight will facilitate a tailored and comprehensive
approach to ensure privacy preservation in the eLearning platform.
Delimitations

The scope is broad but concentrated on the unique setting of these selected
higher institutions in Ghana: the University of Cape Coast, the University of Energy
and Natural Resources, and Kwame Nkrumah University of Science and
Technology. The context of the study is using Natural Language Processing to build
a sentiment and privacy classifier model on the privacy issues of learners in the
eLearning platform of the selected higher institutions. Although there might be
other workers in those higher institutions using the eLearning systems, the focus of
this research is geared toward only the students’ feedback, perceptions, or opinions
regarding their privacy on the eLearning platform.
Definition of Terms

1. E-learning: Clarifying what is meant by E-learning, which could involve
defining online educational platforms, virtual classrooms, or any other

specific aspects related to electronic learning.
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2. Sentiment Analysis: Providing a clear definition of sentiment analysis,
including examining and understanding sentiments, viewpoints, and
attitudes that are conveyed through textual data.
3. Privacy Issues: Privacy issues encompass challenges or problems related
to the defense of individuals' personal information. In the context of this
thesis, privacy issues refer to specific instances or aspects where the
confidentiality of data in E-learning may be compromised.
Organization of the Study

There are five chapters in this work. In the first chapter, the study's
background, problem statement, purpose, research questions, significance, scope,
and organization are all covered. Chapter 2 “Literature Review” covers a review of
research work on privacy in E-learning, Sentiment Analysis, machine learning, and
the various initiatives taken by previous researchers in the field of sentiment
analysis. Chapter 3 “Research Methods” encompasses the methodology's step-by-
step process is depicted, along with the techniques, algorithms, and data status in
each stage in this chapter. It starts with data collection from the students at the
various selected higher institutions. The dataset is then cleaned using a number of
preprocessing techniques. A detailed description of the research that was done is
given in Chapter 4 “Discussion” highlighting a detailed analysis of the conducted
survey. The latter section of the study Chapter 5 summarizes the key conclusions

and outlines some recommendations for the future.
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CHAPTER TWO
LITERATURE REVIEW
Introduction

In the previous Chapter, we explored the background of the study,
emphasizing the growing importance of eLearning and the accompanying security
and privacy concerns. In this new chapter, we delve deeper into the literature
reviewed in Chapter 1, highlighting key themes, findings, and gaps identified. The
transformative effect of the COVID-19 pandemic on education underscored the
urgency of adopting eLearning technologies. According to some estimates reported
by Slusky (2020) the worldwide eLearning market has surpassed the $100 billion
mark. Moreover, the transformative impact of the COVID-19 pandemic on
education underscored the urgency of adopting eLearning technologies to replace
classroom instruction in colleges and schools, and eLearning technology use grew
rapidly. However, this transition brought forth significant challenges, particularly
in ensuring the security and privacy of learners' data in online environments.
Although e-learning's benefits have received a lot of attention, security and privacy
concerns must be considered because this move away from traditional methods may
result in security and privacy concerns (Qureshi ef al., 2012).

Users' view of the possibility that the service provider they share their data
with will take adequate precautions to shield it from misuse, such as unwanted
disclosure or unauthorized use, is known as perceived privacy protection. (Mehta
et al., 2022). Therefore, emphasis must be placed on understanding learners'

perspectives on privacy issues through sentiment analysis, which can provide
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valuable insights for improving elLearning environments. Higher educational
institutions face specific privacy challenges in their e-learning systems. These
challenges include issues related to data collection, use, and distribution, as well as
ensuring transparency, information security, accountability, and data privacy (X. Li
& Pei, 2023). The main privacy challenge faced by higher educational institutions
in their e-learning systems is ensuring data privacy. This is particularly important
because e-learning systems often gather and preserve a lot of private information,
especially sensitive data about students. Information on customers can be gathered
and stored thanks to the internet and all of its offerings (Azemovi¢, 2012).
Information systems deal with increasingly large amounts of personal data in
essential services such as eLearning systems.

Lin et al. (2004) identifies administrations, courseware authoring, course
content delivery, synchronized communication, multimedia lecturing, and student
performance assessment as some catalogued functions of eLearning systems.
According to Basu ef al. (2021) any business that gathers or keeps personally
identifiable information must now protect the privacy of sensitive client data.
Background and Context

According to Pekarek & Potzsch (2009), the absence of unjustifiable
limitations on the process of constructing one's identity is known as privacy. Strong
precautions must be taken to protect users' personal information on various systems,
particularly eLearning systems, and to reduce information misuse since the
availability of personal information in the hands of unauthorized parties may result

in such limitations. The design, architecture, business model, and operation of e-
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learning have changed over time due to these advances, which include
interoperability standards for educational resources, software as a service, and
cloud computing. Consequently, according to Alier et al. (2020), there are
institutions in 2020 where not a single piece of student data is kept on university-
owned servers. The metadata and learner data have gotten out of the institution's
hands. Additionally, this greatly increases the possibility of problems with student
data privacy. Security and privacy problems have grown in prominence and raised
more awareness in light of the rapid shift to online learning Slusky (2020).
Stakeholders who are actively engaged in online instruction are concerned about
the security of e-learning technologies.

That said, according to Hasan et al. (2014) an essential component of
distributed, interactive, and open learning systems is security. Although
information technology 1is increasingly employed to improve online learning,
especially with new technologies, it frequently falls short of addressing the security
issues associated with online education (Slusky, 2020). The architecture and
content for the eLearning system have been developed with a great deal of work,
however, the system's security has received very little attention (Kritzinger, 2006)
(R. Ali & Zafar, 2017), (Bhatia & Maitra, 2018). Nevertheless, information system
security is currently a significant issue for all businesses. It is important to
remember that an efficient e-learning environment is dependent on participants who
recognize the value of security and act appropriately (R. Ali & Zafar, 2017).

Research from a variety of e-learning providers shows that a user's study habits,
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platform access points, and content accessibility are all related to privacy problems
(Majeed et al., 2016).

An eLearning system should be adequate to safeguard the learner's personal
information and should not jeopardize any threats (Aldheleai et al., 2015).
Moreover, Reidenberg & Schaub (2018) argues that it will be necessary to create
privacy protections using technology. Hence sentiment analysis from the
perspective of the learners can be a useful technological tool to safeguard users’
privacy by providing feedback to the management of the eLearning system
regarding their security.

When systems are in place to foster that privacy and trust, students will feel
more comfortable engaging and working together. For an eLearning environment
to function, students' requirement for security must exist. Martinelli et al. (2020)
asserts that Privacy and Data Protection (PDP) is widely acknowledged to provide
a leading edge in academic, legal, regulatory, and technological advancement.
When handling personal data and system credentials of an individual, the idea of
privacy preservation maintains a high degree of seclusion. Accordingly, Azemovi¢
(2012) observed that for consumers of contemporary information systems,
maintaining their privacy is crucial.

According to Ackerman et al. (1999) numerous studies carried out globally
over the past 10 years have regularly revealed high levels of privacy concern.
Recent privacy scandals and data breaches, like Cambridge Analytica and many
others have probably spurred debate, more targeted policymaking, and additional

study (Silva et al., 2020). Previous studies suggest that privacy is intricate, diverse,
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and heavily dependent on circumstance. People have different views on privacy,
and they frequently claim to be worried about privacy yet act in ways that betray
this concern (Besmer et al., 2020).

However, Lin ef al. (2004) also asserts relatively little research has been
done on how to provide users with security and privacy when engaging in
educational activities. As a result, when students are learning in this setting,
fundamental security requirements including availability, confidentiality, and
integrity must be guaranteed (Raitman ef al., 2005). Even with these safeguards in
place, hackers can still access user data on the eLearning system by using a variety
of highly sophisticated developed resources. The recipients are always the pupils
or learners, though. To enable the systems to be adjusted as needed, a
technologically sophisticated method of alerting management to privacy violations
must exist.

The concept of a comprehensive strategy for protecting students' privacy on
e-learning platforms is presented in this thesis through sentiment analysis and
privacy issues classification. According to AL-Rubaiee et al. (2016), at least 54%
of online student comments were more thorough and educational than the written
comments that are often left on paper. This highlights how crucial it is to pay closer
attention to comments made online. The drawback is that analyzing comments
made online takes more time and necessitates the use of an automated feedback
system for collection and processing. The goal of gathering and examining as much
user activity data as possible to have the power to shape users' behavior is not

unique to the typical suspects in large corporations (Alier et al., 2020). Moreover,
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the precise goal is found in the major innovations and research trends in education,
such as proctoring, gamification, adaptive learning, and learning analytics. The
level of dependability and security required for an efficient eLearning system is not
offered by the Internet. While this is true, there are methods to get around a lot of
issues and still maintain a reasonable level of security.

The consequences of failing to protect personal and academic data can be
severe, both legally and reputationally (Roussos et al., 2023). A data breach can
cost a university money, more so, it can also harm the institution's brand and lose
the confidence of its constituents, who include donors, employees, and students.
According to Borcea ef al. (2006), users are becoming more aware of privacy risks
in other application domains, such as e-commerce. This hasn't been the case in the
eLearning sector up until now. However, privacy issues will eventually show up as
major barriers to the acceptance for eLearning systems. Reidenberg & Schaub
(2018) argued for the need to demonstrate the efficacy of learning systems while
respecting privacy and how to build accountability and oversight into learning
technologies. A few privacy-preserving strategies have been developed and
presented to the research community since privacy is quickly emerging as one of
the main issues with open systems, like the Internet. The majority of these studies
are carried out in-depth in the fields of software engineering, often at the expense
of user input to notify management about security vulnerabilities that they may
have come across or heard about. (Yong, 2011).

Alier et al. (2020) postulate, it is clear that the current culture in the field

that researches subjects like learning analytics, gamification, adaptive learning,
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proctoring, and—too horrifying for the authors—emotional analysis of the students
does not think that using the students' personal information is unethical. There exist
undoubtedly incentives in place to collect as much information as possible on
students' usage of learning resources.
Privacy Concerns in Higher Educational Elearning Systems

As information-sharing technologies continue to evolve, protecting users'
digital privacy has emerged as a critical concern (Mehdy & Mehrpouyan, 2020).
Informational privacy is defined as the right to manage one's data and is intimately
linked to several personal spheres. Informational privacy was the foundation upon
which some scholars built the notion of privacy in e-learning (Chou & Chen, 2016).
The phrases privacy, informational privacy, and data protection shall be used
interchangeably in subsequent discussions. We must take into consideration
learners' privacy concerns even as we promote open knowledge sharing in an online
learning environment. The inherent privacy hazards associated with online
education may include location monitoring, identity theft, data leaks,
impersonation, insufficient authentication, and many others. Chang (2021) claims
that ensuring students' privacy safeguards a secure learning environment. Online
education also needs to take into account the inherent privacy hazards associated
with it. Higher education's use of eLearning has resulted in new demands for
institutional planning, infrastructure, logistics, regulations, information usage, and
security issues due to its evolution and the new approach to its objective (R. Ali &
Zafar, 2017). The vast number of potential information security risks associated

with Internet use is making it increasingly challenging to implement information
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security safeguards. (Derawi, 2014; Hilmi & Mustapha, 2022). The danger
increases with the complexity of online learning systems' features and
functionalities (Chen & He, 2013).

Regardless, information must be safeguarded to prevent its availability,
confidentiality, and integrity from being compromised (Derawi, 2014). Involving
all parties as well as those in the institution's immediate vicinity, however, could
make it easier to adopt a thorough and successful security and privacy policy. A
comprehensive solution is necessary to handle the multiple privacy problems in
higher education eLearning systems. Chou & Chen (2016) postulate that a
substantial amount of e-commerce research has discovered that consumers are more
inclined to make purchases online when they are in a secure e-commerce
environment. From this perspective, it is ideal to say that the safety of the eLearning
environment will help increase learners’ willingness to patronize elLearning
platforms. Accordingly, Raitman et al. (2005) asserts that a protecting students'
privacy ensures a safe learning environment. Nevertheless, learners' inclination to
use eLearning platform services may suffer if they believe their privacy is in
jeopardy. As a result, eLearning loses its effectiveness since users are too terrified
to use the materials meant to aid in their learning in the first place. Slade et al.
(2019) after performing sentiment analysis on the terms and conditions of Massive
Open Online Courses reported that an overwhelming sentiment was found in their
qualitative analysis and that what is really at stake is the protection of the rights of
the provider rather than the user. In addition, C. B. Lee et al. (2022) carried out

research to learn about Chinese SNS users' attitudes and views on online privacy

24

Digitized by Sam Jonah Library



University of Cape Coast https://ir.ucc.edu.gh/xmlui

by collecting and examining their comments regarding the Facebook-Cambridge
Analytica privacy breach. According to the information discovered, consumers
believed they had no say in how businesses gathered and used their data.
Additionally, a few of responses claimed that internet privacy does not exist.
This increased awareness presents an opportunity for individuals, companies, and
policymakers to engage in meaningful conversations and take proactive steps
toward enhancing online privacy protections. By acknowledging the concerns
raised by users and working collaboratively to address them, High Institutions can
strive towards a future where learners feel empowered and confident in the
eLearning platforms, ensuring that privacy remains a fundamental right. (Saura et
al., 2021) conducted sentiment analysis on 67,206 tweets including the keywords
#Industry40, #Privacy, and #Security. Using the sentiments stated in the tweets as
a guide, the Latent Dirichlef allocation (LDA) topic-modeling technique partitions
the database into themes. They came to the conclusion that strategies that include
machine learning as a key technology are the most successful. Regardless of
whether a person learns in an online or offline setting, privacy is a basic right,
according to research findings reported by Majeed et al. (2016). Therefore, it is
difficult to impose all-inclusivity to privacy mitigation unless a comprehensive
strategy including all stakeholders—users, learning management, etc.—is adopted.
Hilmi & Mustapha (2022), conducted a study that looked at how students viewed
their eLearning portal's security. A total of 497 students responded to a survey
questionnaire. Frequency analysis was used to display the respondent's profile. The

respondent's perceptions are often very positive toward the security in their
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Learning Management System (LMS). The study takes a more complete approach
to perceived security, encompassing not just technical elements like confidentiality
and authentication but also a student's overall feeling of safety and wellbeing on
their learning management system (LMS).

According to Al-Hail et al. (2023), learners feel worried about using online
learning because of privacy and ethical issues. Although, their terms and conditions
spell out the purpose and use of the data, a study by Prinsloo et al. (2019) suggests
that MOOCs are much more interested in protecting their interest, not the users or
clients. Azemovi¢ (2012) conducted a survey on privacy preservation using the
Hippocratic databases (HDB) concept, although the HDB eLearning prototype
successfully satisfied all of the requirements, which have been empirically
validated, according to the measured outcomes of access control, it still does not
allow the students or learners to provide some sort of relevant information such as
privacy breach that might be necessary for further privacy preservation
implementation.

Further in works by Hasan ef al. (2014) they used multi-agent technology
to secure eLearning applications. And described the use case to ensure Privacy and
integrity via 3 use case paths: Try to compromise the message integrity of the
system. Try to compromise the integrity of the user's message. An attempt to
compromise the integrity of the assessment. In all these cases the learner’s
perspective cannot be gleaned which might be useful to the eLearning management
for the effect of privacy-preserving policy implementations. Besmer et al. (2020)

in their study used supervised machine learning to distinguish between reviews that
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are about privacy and those that are not. They then used natural language processing
sentiment analysis to compare differences between the groups.

Accordingly, Pekarek & Potzsch (2009) emphasized the necessity of
addressing differing views of privacy in educational data analytics. After, the
research showed that there are differences in students' willingness to agree to
learning analytics. Ahmed et al. (2011) in their study assert that the possibility of
technical strategies can be used to combat security threats: digital signature
information security mechanisms, token-based information security mechanisms,
biometrics information security, SMS information security, and access control list
(ACL) mechanisms. Contrary to that, it appeared in research conducted by Pekarek
& Potzsch (2009), that the observed disparity between expressed data protection
attitudes and actual behavior already limits the potential of such technical measures
above to absolve all privacy issues. Due to the focus on students' privacy concerns
in learning analytics, models like the Students' Privacy Concerns in Learning
Analytics model have been developed and validated (SPICE) (Mutimukwe et al.,
2022).

Moreover, research has delved into views of students regarding privacy in
courses with greater technology, highlighting the need to understand the balance
between inclusion and potential privacy infringement (Blackmon & Major, 2023).
Similarly, using tracking systems in eLearning has raised privacy concerns,
necessitating a closer understanding of the potential privacy threats posed by such
systems (May & George, 2011). Again, the shift to exams that were e-proctored

during the epidemic have provided insight into how students view privacy as well
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as a number of environmental and psychological aspects, underscoring the
importance of recognizing and resolving privacy issues in eLearning platforms
(Kharbat & Abu Daabes, 2021). Efforts to enhance the privacy of eLearning
systems have explored the use of aliases and anonymity to implement privacy
preservation measures, offering potential strategies to safeguard student privacy
(Yong, 2008). Ideally, they don't provide a complete solution. To truly empower
users and build trust, future advancements need to address user perceptions of
security and offer more comprehensive safeguards.

NLP-based Privacy Preservation.

It is crucial to consider the many approaches and difficulties involved in
developing and evaluating technologies in Natural Language Processing (NLP) that
protect privacy and to apply it in privacy preservation in eLearning systems
(Mahendran et al., 2021). Natural Language Processing methods can be used for
entity detection and text classification., and sentiment analysis in educational
domains, such as eLearning systems (Basu ef al., 2021). There have been more and
more research using NLP approaches to solve industrial issues (Baker et al., 2020;
Moon et al., 2022). In (S. Xu et al., 2020), Used deep learning techniques and BERT
characteristics, a predictive model is suggested to determine the helpfulness scores
of customer reviews. As the authors explain, it is logical to expand the use of BERT
to insurance data . Wang et al. (2018) already highlight BERT's potential as a tool
for analyzing insurance data.

Recently, researchers have looked into using BERT-based NLP approaches

for severity modelling through loss prediction and portfolio classification. (Xu et
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al., 2022). This study tends to leverage sentiment analysis and text classification to
determine the emotions of the learners concerning their privacy and the most
prevalent privacy issues in eLearning systems. M. Ali (2021) used machine learning
(ML) and natural language processing (NLP) techniques to do sentiment analysis
and emotion mining. They studied negative emotions, using a range of
classification techniques, and used the NRC Word-Emotion Lexicon and
Information Gain as a filtering technique. Their model's Support Vector Machine
(SVM) classifier yielded an 89.6% success rate. Khan et al. (2022) used a hybrid
CNN-LSTM model, which incorporates several word embedding techniques and
machine learning classifiers, to properly categorize text into negative, positive, or
neutral feelings. They conducted a sentiment analysis on Roman Urdu material
from social media. Following this study, the Transformers (BERT) model's cutting-
edge bidirectional encoder will be used to train both the sentiment and privacy
classifier models.

M. Ali (2021) provided a thorough Sentiment Analysis (SA) and Emotion
Mining approach in their study, using methods from natural language processing
(NLP) and machine learning (ML). To assess the sentiment analysis performance,
many categorization methods were used. Since the Support Vector Machine (SVM)
outperformed the other methods in terms of accuracy, precision, and recall, they
decided to adopt it as their primary classification algorithm. Using deep learning
and ensemble learning paradigms. Onan (2021) offered a system for classifying
reviews of Massive Open Online Courses (MOOCs) based on sentiment. The

study's conclusion shows that deep learning-based models/architecture were far
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better than ensemble. Additionally, supervised methods using GloVe word-
embedding representation in long short-term memory networks were proposed by
Pennington et al. (2014) https://aclanthology.org/D14-1162.pdf, outperforming
them with a high classification accuracy of 95.8%. To this end, the Onan (2021)
informed our decision to explore deep learning-based architecture such as BERT in
building both the sentiment model and the privacy classifier model.
Applications of Sentiment Analysis in Privacy Preservation

With better performance than conventional machine learning techniques,
deep learning has become a potent technique for sentiment analysis. L. Zhang ef al.
(2018). Numerous sentiment analysis tasks have demonstrated the effectiveness of
Convolutional Neural Networks (CNNs) and Recurrent Neural Networks (RNNs),
especially Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU)
variants. Joseph et al. (2022). These deep-learning models can automatically
discover intricate semantic representations from text data without extensive feature
engineering (Tang et al., 2015). Word embedding techniques such as GloVe,
fastText, and word2vec, combined with CNNs, have been applied effectively to
sentiment analysis of Twitter messages (Onan, 2019). Deep learning approaches
have advanced the latest developments in sentiment classification, sentiment
extraction, and sentiment lexicon learning (Tang ef al., 2015). However, challenges
remain, including handling large-scale datasets and addressing domain-specific
nuances in sentiment expression (L. Zhang et al., 2018).

According to Qazi et al. (2017) sentiment analysis is one of those "suitcase"

research problems that involves solving several NLP subtasks, such as entity
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recognition, aspect extraction, subjectivity detection, and sarcasm detection. To get
insightful information, the primary objective has been to extract views on entities
Kechaou ef al. (2011) Sentiment analysis for e-learning involves utilizing a process
for autonomous text analysis to identify and extract opinions from the wide range
of sentiments expressed in e-learning platforms. Learners describe or discuss their
viewpoints and assessments regarding the services offered and privacy-protecting
security measures. In Colace et al. (2014) research, sentiment analysis was applied
to student talks gathered from the chat and forum on Moodle in a course that
incorporated mixed learning. The findings indicated a generally favorable trend in
the students' attitudes during the course, as the instructor modified their methods of
instruction to better suit the needs of the students by providing additional activities
and examples.

In the work of Chaplot ef al. (2015), three Massive Open Online Courses
(MOOC) platforms were considered a lexicon-based strategy for sentiment
categorization of student contributions relating to preset subjects (e.g., course,
lecture, assignment). Additionally, He ez al. (2015) provided a system for gathering
online consumer sentiment on product reputation. When compared to the traditional
survey strategy, they discover that text mining approaches offer both a significantly
lower cost and improved information identified from public opinion.

As an alternative, H. Lee et al. (2013) examined a dataset gathered from
MyStarbucksldea, one of the most well-known online open innovation groups,
using sentiment analysis and data mining approaches. They specifically employed

sentiment analysis to determine the sentiment present in every suggestion and
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remark gathered from the MyStarbucksldea website. They have developed a
suggestion system that may assist businesses in identifying potential innovative
ideas from a vast pool of ideas with the usage of the testing outcomes. The most
common privacy concerns that can arise in eLearning systems have not yet been
investigated using this innovative method.

Onan (2021) used sentiment analysis on data related to education to gather
information on learning materials and content. This yielded insightful information
that helped improve the materials' quality and pinpoint students' learning habits.
Also, Xiao et al. (2018) developed a novel sentiment analysis on Facebook,
focusing on classifying text messages according to their opinion being either
positive, neutral, or negative. This strategy combines machine learning and lexical-
based approaches to obtain excellent sentiment classification accuracy. To identify
changes, the program records each student's attitude toward the course and
compares it to their typical behavior.

By utilizing sentiment analysis and privacy issues, the article's technique
aims to improve mobile personalized service (MPS). Although there is much
research on sentiment analysis, with a primary emphasis on product evaluations,
online course evaluation Onan (2021), and many others. Alatrista-Salas et al.
(2019) introduced a sentiment analysis methodology utilizing Bloom filters that is
sensitive to privacy. Before training the model, textual data is preprocessed using
Bloom filters, and the method is assessed using four supervised learning algorithms
on three corpora. Metrics including calculation time, accuracy, Disclosure Risk

(DR), and Information Loss (IL) are used in the study to assess performance.
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Findings show that the privacy method has no discernible impact on algorithmic
performance, guaranteeing efficient privacy-aware sentiment analysis. A sentiment
analysis-based method for categorizing students' feelings about e-learning
materials is presented by (Mandal et al., 2017). The suggested sentiment analysis
engine 1is run across the contents including the learners' comments
(suggestions/feedback). The comments are categorized as positive, neutral, or
negative by the sentiment analysis engine. The learning materials are categorized
according to subjectivity using the sentiment analysis results.

Again, a topic-level sentiment analysis model based on deep learning was
introduced by (Pathak ez al., 2021). This model uses a long short-term memory
network's topic-level attention mechanism for sentiment analysis after extracting
the topic at the utilizing online latent semantic indexing at the sentence level with
regularization constraint. They also established the Gaussian Naive Bayes classifier
as the foundation model for the sentiment analysis. The accuracy of the model was
reported to be 0.542. The authors Sethi et al. (2020) created an algorithm that can
accurately forecast the attitude that users will express on social media during the
coronavirus outbreak. Unique classification methodologies were employed, while
Support Vector Machines and Decision Trees both performed incredibly well, the
SVM classifier was more reliable and consistent throughout the study.

Additionally, in research conducted by (M. Singh et al., 2021) respondents'
feedback—that is comments or suggestions—expressed how they felt about the
way the classes were done online. To evaluate the stakeholders' actions and

reactions, opinion mining was also conducted on the quantitative responses
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provided by the respondents. The quantitative data is categorized using the
sentiment analyzer feedback into three groups: positive, negative, and neutral,
based on the feelings that are recovered. They came to the conclusion that higher
education faculty members seem to be much more satisfied with the tools and
methods of online learning than students are.

Privacy Preservation

Buccafurri et al. (2016) proposes a protocol to protect user privacy while
enabling analysis of social network likes. Based on cryptographic methods, this
expands on the idea of likes by enabling users to link verified attribute values to
likes. The goal of this protocol was to protect users' privacy while maintaining the
ability to analyze likes associated with different aspects of persons. Ivanova ef al.
(2022) explores the application and necessity of privacy-preserving algorithms in
eLearning environments, with an emphasis on k-anonymity and (g,0)-differential
privacy, to safeguard students' data and identities. In their experiment, they
employed (g,0)-differential privacy and k-anonymity, evaluating the quality of data
models, risk assessments, and machine learning-based prediction models to aid in
decision-making.

Moreover, Aimeur et al. (2007) emphasizes the need for privacy within
eLearning systems and introduces an overview of Blind Digital Certificates, which
do not expose the learner's identity. This framework was implemented and validated
in an E-testing system scenario. Yong (2007) presents a systematic approach to
designing digital identities for eLearning users, emphasizing the use of aliases to

protect user privacy and preserve digital identities in an eLearning environment.
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They used XML meta-formats and alias transformation functions. In as much as
these may be efficient privacy mitigation processing, privacy preservation should
be a holistic approach where all the stakeholders in the eLearning domain have to
play their part to ensure effective privacy protection. As Ivanova et al. (2022) puts
it “emphasis should be made on the need for a balanced approach to protect student
privacy”. Similarly, Nasukawa & Yi (2003) also asserts that a holistic approach is
needed to mitigate the problem. So, gleaning into the system and mining the
opinions of the stakeholders in our case the student will provide a broader
perspective of the security flaws that may manifest within the eLearning system.
Recent research has explored various approaches to address privacy
concerns in text classification and representation learning. BERT-based models
have been utilized for privacy requirements classification in issue reports, with N-
gram IDF performing best among several techniques (Sangaroonsilp et al., 2023)
To protect user privacy, a framework labelled DP_ BERT was proposed, that learns
differentially private text representations while maintaining utility (Alnasser et al.,
2021). Another study introduced a homomorphic encryption method for BERT
embeddings to prevent information leakage during text classification (G. Lee et al.,
2022). In the context of privacy policy analysis, an XLNet-based model
demonstrated improved performance over BERT in multi-label classification,
achieving higher F1 scores without domain-specific fine-tuning (Mustapha et al.,
2020). These studies collectively highlight the growing importance of privacy-
preserving techniques in natural language processing and the potential of

transformer-based architectures in addressing privacy challenges. However, in
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the literature, the synergy of sentiment analysis and privacy text classifiers has not
been explored.
Sentiment Analysis in Higher Educational Institutions' E-learning Systems.

In the process of creating high-quality educational programs and courses,
student input and opinions are now an essential part of quality assurance and
control. “The provision of quality feedback is widely perceived as a key benchmark
of effective teaching"(Alkhodair, 2023). More significantly, it makes instructors
and institutions more receptive to students' needs and allows them to adjust when
necessary. As a result, students in these kinds of schools feel encouraged, more
involved, and partly in charge of directing their educational experience and
surroundings to suit their tastes. Several case studies exemplify the successful
integration of Natural Language Processing (NLP) and sentiment analysis
techniques within eLearning systems in higher educational institutions, providing
valuable insights into their practical application and impact.

According to the literature, sentiment analysis has been utilized in
educational settings to assist teachers in becoming more effective teachers and
students in becoming better learners. (Baragash ef al., 2022). For example, research
was conducted to find out how the general population sees online education in light
of post-reading habits on Twitter (Persada et al., 2020). The findings show a
positive attitude in the direction of online education and provide information about
the e-learning systems that students prefer.

Moreover, Balahadia ef al. (2016) employed the machine learning algorithm

Naive Bayes (NB) and sentiment analysis tools to determine the teaching staff's
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strengths and weaknesses based on negative and positive student feedback.
Similarly, Newman & Joyner (2018) analyzed student assessments of instruction
on a course utilizing VADER (Valence Aware Dictionary and Sentiment
Reasoner), a sentiment analysis tool. They were able to identify frequently used
phrases in the comments and compared positive and negative valences. The
findings illustrated the usefulness of sentiment analysis as a technique for
examining student evaluations of training as it provides a succinct synopsis of both
the positive and negative elements of a given course. Moreover, according to
Baragash ef al. (2022) By examining sentiment and satisfaction indicators in
student posts, comments, and feedback, sentiment analysis has the potential to
significantly enhance the teaching and learning process in higher education by
assisting administrators and instructors in identifying students' trouble spots and
taking prompt corrective action.

Due to its effective application in social media analysis, sentiment analysis
has gained recognition as a component of the text mining research field (Laksana
etal.,2018). In a study Mujahid et al. (2021) employed social media data to analyze
stakeholder sentiment, and they looked at the efficacy of online education. A
lexicon-based technique was utilized to discover the label tweets and sentiments.
Bag of Words (BoW) and Term Frequency-Inverse Document Frequency (TD-
IDF) were used to classify positive, negative, and neutral sentiments utilizing
feature engineering techniques and a number of machine learning techniques. By

using data balancing with the Synthetic Minority Over-sampling Technique
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(SMOTE), they reported 95% classification accuracy for Random Forest (RF),
Support Vector Machine (SVM), and Decision Tree (DT) classification algorithms.

Convolutional Neural Networks (CNNs) have been widely adopted for their
ability to capture local contextual dependencies in text, while metaheuristic
optimization algorithms have proven effective in feature selection and parameter
tuning. Aslan ef al. (2023) demonstrated this synergy by integrating CNNs with
the Arithmetic Optimization Algorithm (AOA) for Twitter sentiment analysis of
COVID-19 tweets, achieving over 95% accuracy. Their TSA-CNN-AOA
framework exemplifies how neural networks and optimization algorithms can
jointly enhance classification performance. Extending this approach, Manivannan
et al. (2023) proposed the BDA-AODLSC framework, which combines big data
analytics, attention-based LSTM networks, and AOA, leveraging Hadoop
MapReduce to handle large-scale sentiment data. This innovation not only
improved classification accuracy but also addressed scalability issues inherent in
big data sentiment analysis.

More recently, F. Li et al. (2025) introduced the CNN-EGTO model,
applying an Enhanced Gorilla Troops Optimization (EGTO) algorithm to optimize
CNN parameters for tweet sentiment classification. Their model achieved near-
perfect accuracy on the SemEval-2016 dataset, including 98% accuracy for positive
sentiment and 98% recall for negative sentiment. Okey ef al. (2023) analyzed over
700,000 tweets using Latent Dirichler allocation (LDA) topic modeling in
combination with VADER and RoBERTa sentiment classifiers. Their study

revealed not only enthusiasm for ChatGPT’s potential but also persistent concerns
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about its misuse in cybersecurity domains, including malware generation, phishing,
and hacking. Similarly, Sudheesh et al. (2021) developed a fine-tuned BERT
framework that achieved 96.49% accuracy in classifying ChatGPT-related tweets,
confirming the effectiveness of transformer-based models for domain-specific
discourse.
Emerging Trends and Future Directions

Regarding Natural Language Processing (NLP), emerging trends are
reshaping the landscape of privacy-preserving technology integration, particularly
within the domain of e-learning systems in higher educational institutions. Recent
studies by Jim ef al. (2024) and Gunasekaran (2023) have highlighted the growing
importance of sentiment analysis techniques in safeguarding user privacy while
enhancing the educational experience. These advancements underscore a paradigm
shift towards more nuanced approaches to data handling and analysis, where the
sentiment of users' interactions with e-learning platforms is leveraged to
personalize experiences without compromising privacy (Jim et al.,, 2024).
Moreover, the integration of machine learning algorithms, such as deep learning
models, has demonstrated encouraging outcomes in automatically identifying and
redacting sensitive information from textual data, ensuring compliance with
privacy regulations like GDPR and HIPAA (Gunasekaran, 2023).

Looking ahead, future directions in NLP-based privacy preservation hold
immense potential for revolutionizing e-learning systems in higher education. As
articulated by Le et al. (2024) one promising avenue is the exploration of federated

learning frameworks, wherein machine learning models are trained collaboratively
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across distributed devices while keeping user data localized and encrypted. This
approach not only mitigates privacy concerns by minimizing data exposure but also
enables the creation of stronger and contextually aware NLP models tailored to the
particular requirements of every student (Le et al., 2024). Additionally, the fusion
of NLP with emerging technologies such as blockchain offers novel solutions for
transparent and auditable data management, ensuring trust and accountability in
educational settings (Idrees & Nowostawski, 2024). By embracing these emerging
trends and future directions, researchers can propel the field of NLP-based privacy-
preserving technology integration forward, paving the way for more secure,
personalized, and effective e-learning experiences in higher educational
institutions.
Research Gaps

This literature review has synthesised a wide body of work concerning
eLearning adoption, privacy concerns, sentiment analysis, and privacy-preserving
technologies. Through this synthesis, several critical research gaps have been
identified, which this thesis aims to address.
Identified Research Gaps

1. Lack of Focus on Privacy-Specific Sentiment: While sentiment analysis

has been extensively applied in educational contexts—evaluating courses,

instructor effectiveness, and general platform usability (Baragash et al.,

2022; Onan, 2021)—its specific application to mine student sentiments

regarding security and privacy issues remains largely unexplored. The

majority of studies focus on academic emotions or satisfaction, leaving a
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gap in understanding how students emotionally respond to data handling
practices, tracking, and potential breaches within eLearning environments.
2. Absence of a Holistic, User-Centric Privacy Framework: Existing research
on eLearning privacy often focuses on technical, provider-end solutions
such as cryptographic protocols, anonymization techniques (k-anonymity,
differential privacy), and access control mechanisms (Aimeur et al., 2007,
Ivanova et al., 2022). A significant gap exists in developing a holistic
framework that incorporates the user's (student's) perspective as a primary
input for shaping privacy preservation strategies. As noted by (Nasukawa &
Yi, 2003; Slade et al., 2019), a balanced approach that involves stakeholders
is missing. This research posits that user feedback is a crucial component
often ignored in the privacy preservation loop.
3. Underutilization of Advanced NLP for Privacy Text Classification:
There is a distinct lack of studies that first filter feedback by sentiment and then
perform a fine-grained classification of the specific privacy concerns (e.g., data
leak vs. identity theft vs. location tracking) expressed within negative
sentiments. This two-tiered, hierarchical approach represents a significant
advancement over simple binary sentiment detection.
Chapter Summary
In summary, sentiment analysis has proven to be effective in modelling
course structure, enhancing user experience and personalisation delivery content on
various eLearning systems, commercial and non-commercial. Moreover, it has been

used to evaluate the acceptance and adoption of eLearning systems. Despite its
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widespread usage in various domains such as e-commerce, its practicality in
eLearning systems, specifically privacy preservation and security, has not yet been
explored. Therefore, moving forward to the next chapters, we will build upon the
gap identified in the literature review and propose and develop a methodology

aimed at subtly addressing privacy concerns in eLearning platforms.
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CHAPTER THREE
RESEARCH METHODOLOGY
Introduction

Several privacy issues, including identity theft and discrimination, can arise
from improperly using personally identifiable information collected online
(Humphreys et al., 2010). Maintaining privacy is crucial for consumers of
contemporary information systems (Azemovi¢, 2012). Although the architecture
and content for the eLearning system have been developed with a great deal of
work, the system's security has received very little attention (R. Ali & Zafar, 2017,
Bhatia & Maitra, 2018; Kritzinger, 2006). In this chapter, we discuss the approach
we adopted to get learners' privacy insights/opinions. We aim to develop effective
sentiment analysis and privacy classifier models that can be incorporated into
eLearning systems. Specifically, we will leverage the predictions from a sentiment
analysis model to selectively apply the privacy classifier model. As sentiment
analysis determines the polarity of a piece of text, the privacy classifier, on the other
hand, is tasked with identifying the prevalent privacy issues in the eLearning system
from the textual data. This chapter introduces the methodology for building the
sentiment analysis and privacy classifier model.

As observed in the literature, substantial research has been conducted on
sentiment analysis and text classification. However, the synergy of both scenarios
is yet to be explored. In effect, the methodology proposed combines sentiment
analysis and text classification models to provide a holistic approach to privacy

preservation on eLearning systems. We used the existing deep learning
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architectures and algorithms already explored in many different fields, such as
pattern recognition, computer vision, and natural language processing (Onan,
2021). Moreover, as Estrada et al. (2020) observed in their study that Deep
Learning models especially in learning situations, BERT outperformed
conventional machine learning techniques in the classification of opinions. That
said, we leveraged transfer learning to complement our insufficient dataset and
fine-tuned the BERT-Pretrained model to train both models. The suggested
transfer-learning approach has the benefit of using transferred domain knowledge,
acquired through a neural network trained on a sizable auxiliary corpus. This
knowledge can be applied to produce predictions for any unlabeled or labelled real-
time testing data. In the subsequent subsections, the techniques that were used to
build the models are discussed
Models Techniques
Word Representations and Word Embeddings

For machine learning models to process words, they must have a numerical
representation allowing them to do computations. These words are represented as
low-dimensional, dense vectors called word embeddings in a continuous vector
space (Ding, 2019). Word embeddings are better choices for learning syntactic and
semantic knowledge (Khan et al., 2022). As traditional word embeddings are
usually sub-optimal besides, it slows down the training processing of the model (Y.
Liet al.,2017). In this, words with similar meanings or contexts are clustered more
tightly. There are several word embeddings: Pennington and associates published

Global Vectors for Word Representation (GloVe) in 2014 (Pennington ef al., 2014)
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Word2Vec, WordPiece are all standard word embedding components of most state-
of-the-art NLP architectures, including the transformer and many others (Mikolov
et al., 2013; Pennington et al., 2014). Given this, we used the Glove word
embeddings to represent our text data during the model training.
Transformers as Feature Extractors

Transformer is a stack of encoders and decoders. Which uses attention to
boost the speed with which models can be trained. In the transformer, self-attention
computes a representation of a single sequence by relating its many places
(Vaswani et al., 2017). The model uses self-attention to interpret the information it
is given. A series of words can be processed simultaneously by the Transformer
model. As a feature extractor for our classifier models, we utilize a transformer. We
keep the transformer's weights frozen during training and use the concealed states
as the classifier's features. This approach allows us to efficiently train a streamlined
model, such as a neural classification layer that doesn't rely on gradients. This idea
was used by Tunstall ef al. (2022) in their study. By leveraging the robust feature
extraction capabilities of the transformer, we hope to achieve high performance
with a more efficient and focused model.
Data Description

Making decisions, whether at the individual or the organizational level, is
invariably paired with seeking out the opinions of others (P. K. Singh & Husain,
2014). Every Natural Language A piece of text, such as customer reviews regarding
a particular online order, is the starting point for a natural language processing

(NLP) activity (Tunstall ef al., 2022). Estrada et al. (2020) noted in their research
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that the quality of the expression datasets has a significant impact on the classifiers'
output. For this study, an online questionnaire was floated in the three Higher
Institutions to enhance the data collection. Two objectives guided the survey's
design: to comprehend the students' opinions/sentiments of student textual data on
whether a learning process infringes on their privacy or the eLearning platform and
also to build a privacy classifier model that will help predict the most prevalent
privacy issues on the eLearning platform. According to Prasad & Nakka (2023),
student feedback is essential for the highest standards and quality of education.
During the data collection phase, the participants were mainly asked about their
educational backgrounds, their higher institution names, and generic questions
about their sentiment or perception of the privacy of the eLearning system, and
more about what issues they might have faced while using the e-learning platform.

Moreover, some predefined privacy issues were listed and the participants
were requested to provide more detailed descriptions of any of those issues they
might have experienced. This description will help build the privacy classifier
model. Building a deep learning model with a huge amount of data, we had a few
sample responses from the students that might not suffice for the training of the
models so various techniques such as web scrapping were used to scrap privacy-
related text from the internet (Reddit and Wikipedia) and we manually annotated
them to reflect the specific privacy issues in the questionnaire and the sentiment of
those data were equally annotated as either positive or negative. Moreover, some
text corpus from Kaggle was also gleaned, and appropriate text was selected and

included in the dataset for the training of the model. Specifically, the cyber threat
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dataset from Kaggle was used to train the privacy classifier. This dataset offers an
extensive compilation of data for detecting, diagnosing, and mitigating cyber
threats using textual content and entity relationships.

To ensure reproducibility and transparency, the datasets and survey
materials have been made publicly accessible:
e Scraped Data (Wikipedia & Reddit): Contains the raw scraped text and
the annotated version (privacy issue type + sentiment). Which can be found
here
e Survey Questions Responses: Includes the questionnaire used for
collecting primary data as well as sample responses annotated for privacy
issues and sentiment polarity. Which can be accessed here.
Data Preprocessing and Augmentation

In the Kaggle data set, not all the columns we so relevant in this regard
hence those were eliminated. Moreover, some of the records were merged as they
have similarities. The columns that were merged include the malware and identity;
these were added to the already defined privacy class, identity theft. Again, the
location column in the cyber threats data was merged with the already defined
privacy class; location tracking the justification was that location incident could be
present with this text and the privacy model could be able to identify some element
of location tracking within the data.

In NLP tasks, especially those involving classification problems, id2label,
and label2id dictionaries are used to map class labels (categories) to integer IDs and

vice versa. These mappings are essential for various stages of the NLP pipeline,
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such as data preprocessing, model training, and evaluation. To feed text data into
an NLP model, the text must first be tokenized and then converted into numerical
values. Similarly, class labels must also be transformed into numerical
representations. The label2id dictionary helped in converting the original class
labels into integer IDs. NLP models usually output probability distributions over
classes as their predictions. During training, the model's predictions are compared
against the ground truth labels (which have been converted to integer IDs) to
compute the loss and optimize the model parameters.

As noted earlier, the fewer responses we have translated that we augment
the dataset at our disposal to obtain substantial numbers for the training of the
models. Using techniques for augmenting data to create additional training samples
from the current ones is a straightforward yet efficient method of improving text
classifier performance on limited datasets. (Tunstall ez al., 2022). This became very
imperative due to the small training dataset we had. In practice these were the two
ways of data augmentation techniques we employed:

Back Translation

We used machine translation to convert the material from English, the
source language, into one or more target languages, such as German and French,
and then back to English. High-resource languages or corpora with few domain-
specific terms are typically the best candidates for back translation (Sennrich et al.,

2015;J. Xu et al., 2023; D. Zhang et al., 2023).
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Token Perturbations

Additionally, we randomly select and carry out basic transformations, such
as random synonym replacement, word insertion, swap, or deletion, using the
training set's text. According to earlier studies, training language models on tokens
rather than sentences directly produces more reliable classification results (Kamp
et al.,2022). Combining these two data augmentation techniques we hope to obtain
good classification accuracy from the models.
Models’ Development

The proposed methodology is in two steps: a) Using the BERT pre-trained
model to develop the sentiment analysis model. b) And also developing a privacy
classifier model that will be invoked when the former model's output polarity is
negative.
The Sentiment Analysis Model

In this study, we employed the Bidirectional Encoder Representations from
Transformers (BERT) pre-trained model as the core of our sentiment analysis
pipeline. BERT, developed by Google Devlin et al. (2019), is a state-of-the-art
language representation model that captures deep contextual information by jointly
conditioning on both the left and right context of a word within a sentence. This
bidirectional training, combined with its attention mechanism, enables BERT to
effectively model complex semantic relationships and nuances in textual data,
which are often overlooked by earlier models such as Word2Vec or GloVe.

The choice of BERT is further motivated by two key factors relevant to this

work. First, our dataset was relatively limited in size. Unlike traditional deep

49

Digitized by Sam Jonah Library



University of Cape Coast https://ir.ucc.edu.gh/xmlui

learning models that require large annotated datasets, BERT leverages transfer
learning from large-scale pre-training on general corpora (e.g., BooksCorpus and
Wikipedia), making it well-suited for downstream tasks with constrained data (Sun
et al., 2019). Second, recent studies have shown that BERT achieves superior
performance in sentiment classification across various domains, including product
reviews G. Xu et al. (2019), social media texts Dang et al. (2020), and security-
related discourse Rehan et al. (2023), making it an appropriate model for analyzing
the complex language in cybersecurity discussions. Below is a high-level overview

of the sentiment model.

Preprocessing BERT Model Custom Layers Qutput

Negative

Dense Layer, Dropout, Additional Dense, Batch
Normalization Layer, Dropout Layer

Figure I: The Sentiment Analysis Model

Source (Researcher’s Construct, 2025)
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After preprocessing the dataset as described earlier, we fine-tuned BERT by
passing our domain-specific data to the model and adjusting key hyperparameters.
To enhance performance, custom neural network (NN) layers were added on top of
the BERT encoder outputs. A batch normalization layer was applied to mitigate
internal covariate shift, ensuring more stable and efficient training (Garbin et al.,
2020). Additionally, a dropout layer was incorporated to reduce overfitting by
randomly deactivating nodes during training. The final classification layer used a
sigmoid activation function to output class probabilities for sentiment polarity.
The Privacy Classifier Model

Following the sentiment analysis model, we proceeded with the
development of the privacy issue classification model. Leveraging techniques such
as word embeddings, we designed a model to identify specific privacy concerns
within textual data, including location tracking, identity theft, and data leakage. The
same BERT was also used in this case due to the advantages specified above over
other machine learning models. The embedded input sequence is then processed
through the BERT model's encoder layers, which consist of Feed-forward neural
networks and self-attention processes. In the process, the model gains the ability to
recognize any links between the tokens as well as the syntactic and semantic
information contained in the input sequence. At the end of the BERT model's
encoder layers, each token has a corresponding hidden state vector. For the
[Classification token] token, its final hidden state is used as an aggregated
representation of the entire input sequence. This vector is then passed to the task-

specific classification layer. The final hidden state of the [Classification token]
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token is fed into a linear layer, which maps to a vector of size equal to the number
of target classes. This is essentially a weight matrix multiplication followed by a

bias term addition.
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Figure 2: The Privacy Classifier Model

Source (Researcher’s Construct, 2025)

As previously said, after merging those feature vectors, the model receives
lexical (word token) features as input and syntactical features—technically known
as "dependency parse tree information"—as input. Before undergoing an extra
multi-layer perceptron stage, these vectors are later combined with other (auxiliary)
inputs. The probability for each of the aforementioned privacy classes is provided
by a single neuron or SoftMax function at the end of the deep neural network.
Models Inputs and Outputs

A series of words that continue to travel up the stack are fed into
Bidirectional Encoder from Transformers (S. Wang et al., 2020). After applying
self-attention, each layer transfers its output to the subsequent encoder via a feed-
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forward network. Each of the encoders in the model extracts relevant information
from the input text and then forwards it to the next encoder. A vector of size hidden
size is output for every place, word, or element. We just pay attention to the output
of the first slot (where we passed the special [Classification token] token) for our
models. That vector is now used as the output for our models. Since our targets are
more than one, we tweaked the classifier network to have more output neurons. A
SoftMax function is then applied to the linear layer's output, transforming the raw
output values into class probabilities. The total of probabilities is guaranteed by the
SoftMax function across all the 3 classes equals 1.
Layered Approach to the Sentiment and Privacy Models

The cascade/ hierarchical approach is an interesting technique that was used
to combine both the sentiment analysis and privacy classifier models. In the
cascade/hierarchical approach, we trained the primary model; the sentiment
analysis model to make the initial prediction. Based on the output of this primary
model, we selectively apply the secondary model; the privacy classifier model. In
general, if the sentiment prediction is positive, no further processing is required, as
we assume that positive sentiment is unlikely to raise privacy concerns. Contrary if
the sentiment prediction is negative, we now invoke the privacy classifier as

negative sentiment could raise a privacy concern.
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Figure 3: The Cascaded Model Design

The primary motivation behind this approach is to leverage the strengths of
each model in a hierarchical manner, where the secondary model is only invoked,
when necessary, based on the primary model's output. This can potentially lead to
computational efficiency by avoiding unnecessary processing by the secondary

model in certain cases.

Key advantages of the cascade/hierarchical approach:
1) Computational Efficiency: By selectively applying the privacy classifier

model only when the sentiment is negative, potentially saves computational
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resources and time, especially since the privacy classification task is
computationally expensive due to the layers in the model’s architecture.

2) Modular Design: This approach allows for a modular design where the
sentiment analysis and privacy classification components are developed,
trained, and optimized independently.

3) Flexibility: This method is flexible and can be extended to include
additional models or processing steps, depending on the difficulty of the
task or the specific application requirements.

4) A key component of assessing the effectiveness of Natural Language
Processing (NLP) models is empirical evaluation (Goutte & Gaussier,
2005). This corresponds to the final evaluation that the model goes through
after the training phase has been completed. At this stage to analyze the
performance of the model, we use precision, accuracy, F1-score, and recall
which are predominantly used (Fourure et al., 2021). This step is critical to
test the generalizability of the model by using a test set we can accurately
estimate the effectiveness of the model on unseen data. Once the model has
been trained, its predictions (in the form of integer IDs) need to be mapped
back to their original class labels to make the results interpretable. The
id2label dictionary is used to perform this conversion.

Chapter Summary
In summary, the experiment performed in this research followed a series of
steps as described: Collecting the data through a questionnaire and from various

online platforms including Wikipedia, Reddit, and Kaggle. The questionnaire was
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distributed to e-learning participants who are students in the selected Higher
Institutions. Data preprocessing includes the manual annotations of some of the
datasets into the positive and negative and the targeted privacy issues in the corpus.
The transformer architecture was used due to its structures to capture dependencies
between the inputs, subsequently, we leverage transfer learning and the

Bidirectional Encoder from the Transformer (BERT) pre-trained model.
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CHAPTER FOUR
RESULTS AND DISCUSSION

Introduction

In this chapter, the results and discussion on performance measures,
experimental procedures, and results obtained after building the model, as well as
the research questions and objectives set out at the beginning of this study. The
main objective of this research was to explore privacy concerns within higher
educational institutions' eLearning platforms and develop a Natural Language
Processing (NLP)-based model using sentiment analysis to identify the most
prevalent privacy issues — thus providing knowledge-based for privacy
preservation decision-making. Also, we provide a comprehensive discussion on
how sentiment analysis can be employed to detect privacy concerns, the specific
privacy issues identified through negative sentiments, and the potential of
integrating sentiment analysis and privacy classification models into eLearning
platforms to manage and mitigate privacy risks and enhance privacy preservation.

Our suggested methodology can be summed consisting of a hierarchical
model in which the execution of the second model is dependent on the first model.
Thus, the sentiment model runs, and if the predicted sentiment polarity is negative
then the second model: the privacy classifier is invoked. Nonetheless, if the
sentiment polarity is positive the second model is never invoked.
In effect, our subtle goal is building knowledge bases through sentiment analysis
and a privacy classification system. Specifically, we use a combination of deep

learning models trained across general knowledge areas and natural language
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processing approaches. In this way, we developed two models which were finally
cascaded. In the end, the sentiment and privacy issues are collected over time
providing a rich knowledge base for effective security and privacy evaluation on
the learning system. This study, however, intends to offer support to learning
management for their privacy-preserving tasks.
Models Performance Measures

We harnessed the capabilities of the BERT pre-trained model to fine-tune
both our sentiment analysis model and the privacy classifier. This section evaluates
the effectiveness of the two key models developed in this study: the sentiment
analysis model and the privacy classifier model. Each model’s effectiveness is
measured against specific metrics to determine its reliability and accuracy in
addressing the research questions and objectives. The evaluation is based on several
key metrics that assess the model's precision, accuracy, recall, and overall
performance in predicting sentiment and identifying potential privacy issues in user
responses. Responses from users that include at least one aspect of a privacy
problem are considered privacy-related. Responses that don't include any mention
of privacy are considered non-privacy-related.
Parameters Setting and Performance Evaluation Metrics

There are several parameters to tune. In this research, several experiments
were conducted to find the optimal parameters. Only the parameters that yielded
the best results are reported. For this study, we set the training size to be 80% of the
whole dataset, and the remaining 20% for testing. We set the number of epochs to

10 for all the experiments. The dropout rate is set at 0.5 to regularize the neural
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networks and prevent over-fitting issues. Next, we used the test datasets and
common metrics to validate the model's performance. This study has taken into
account classification accuracy, F1-score, and precision to assess the effectiveness
of machine learning models. According to (Khan ez al., 2022; Onan, 2021), one of
the most used metrics for assessing supervised learning models, such as sentiment
analysis and text classification, is classification accuracy.

Which is calculated by Equation (1).

ace = TN + TP D
 TP+FP+TN

The numbers of true negatives, true positives, false positives, and false negatives
are indicated by the letters TN, TP, FP, and FN, respectively.

Where TP is the number of sentences that are positive and predicted correctly as
positive, FP is the number of sentences that are negative and predicted incorrectly
as positive, TN is the number of sentences that are negative and predicted correctly
as negative, and FN is the number of sentences that are positive and predicted
incorrectly as negative.

As shown in equation (2), precision is another widely used metric that calculates

the ratio of true positives to both true positives and false positives.

Preci TP @
recison = TP + FP

Additionally, according to equation (3), recall is the ratio of true positives to both

true positives and false negatives.

Recall = —— 3)
= TP+ FN
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Based on Equation (2) and Equation (3), the F-Measure is calculated as

. _ 2 * Presision * Recall @
measure = Precision + Recall

Overview of the key Findings
Several issues prevailing on the internet were identified through an in-depth
literature review.
The security issues identified on the internet are:
e Malware
e Cybersecurity attacks
o Data storing vulnerabilities
e Potential data leaks due to lack of user experience, or system
misconfiguration.
These security issues can affect user privacy and security on the eLearning in the
following ways:
o Data leaks and breaches can eventually expose users' personal information
e Lack of user awareness and understanding of eLearning systems security
and privacy risks
e Vulnerabilities in how user data is stored and managed by the eLearning
management and also

o Challenges in identity management and controlling access to user data

Since eLearning thrives on internet protocols, it is quite safe to equate a significant

amount of privacy issues related to the internet to eLearning platforms.
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These protocols are significant for content delivery, communication, and data
exchange, which inherently exposes the learning systems to similar privacy risks as
other internet-based services.

According to the data collected from the study site, most of the responses
from the students suggest a positive sentiment toward eLearning. However, their
responses are mainly towards eLearning effectiveness, its adoption and helpfulness
and not necessarily their privacy. This could result from massive literature, study,
or research towards the effective evaluation, acceptance, and implementation of
eLearning without much consideration of privacy and security on the eLearning
systems. As noted by (Aimeur et al., 2007; Bhatia & Maitra, 2018; Kritzinger,
2006) research. Nonetheless, a few responses from the survey suggest privacy
concerns on the learning platform. The augment was that the learning platforms are
mostly web applications that leverage internet protocols as stated earlier and
therefore privacy should be a concern. Roussos et al. (2023) elaborate some
consequences of failing to provide a degree of reliability and security in an effective
eLearning system. The graph below shows the privacy issues that were used as a
target for our privacy classifier model. Considering the dataset used for the model
development a brief overview is displayed below. Figure 1 shows the distribution
of the privacy issues identified for the classifier and Figure 5 shows the distribution
of the sentiment. Note that not all the data were collected from the students’ others

we mined from online repositories identified in Chapter 3.
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Figure 4: Privacy Issues Count

The graph below also shows the count of the sentiment labels in our dataset.
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Figure 5: Both sentiment Polarity Counts

62

Digitized by Sam Jonah Library



University of Cape Coast https://ir.ucc.edu.gh/xmlui

Sentiment Analysis Model

This analysis will help provide a better understanding of the model's
performance and its ability to capture the sentiments from the responses. To put it
simply, a deeper comprehension of users' views on privacy in the e-learning system
can be obtained in order to improve it. These metrics obtained indicate that the
model performs well in classifying user sentiments as positive, or negative. The
figure below shows the metrics and their values. However, it is worth noting that
some limitations were observed, particularly ambiguity in student feedback which
led to occasional misclassifications.

Table 1 Model Performance Metrics

Metric Training Set Validation Set
Loss 0.023581 0.001171
Accuracy 0.993908 0.999753
Precision 0.993908 0.999753
Recall 1.000000 1.000000

Source: (Researcher, 2025)

The F1 measure is a weighted average of Precision and recall, and for
accuracy, it simply reports the ratio of correctly classified sentences regardless of
their class. In other words, the higher the Precision, the more accurate the prediction
of the positive class. The high recall indicates a high number of sentences from the
same class are labelled to their exact class. We also used the ROC to further evaluate
the sentiment classifier performance comprehensively. A graphical representation

of a binary classification model's performance is called a ROC curve.
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Below is the ROC curve for the sentiment classification model.
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Figure 6: ROC curve for the sentiment model

(Researcher’s construct, 2025)

Confusion Matrix

The confusion matrix was used to assess the validity of the sentiment model.

The diagram below shows the model’s confusion matrix.
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Figure 7: The Sentiment Model confusion matrix

(Researcher’s construct, 2025)

From the graph above, the following inferences can be made.
1. True Negative
o These are the instances where the actual sentiment is Negative and
the model correctly predicted it as Negative.
o There are 1975 instances in this category.
2. False Positive
o These are the instances where the actual sentiment is Negative, but
the model incorrectly predicted it as Positive.

o There are 2000 instances in this category.
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3. False Negative
o These are the instances where the actual sentiment is Positive, but
the model incorrectly predicted it as Negative.
o There are 2032 instances in this category.
4. True Positive
o These are the instances where the actual sentiment is Positive and
the model correctly predicted it as Positive.
o There are 2105 instances in this category.
Ideally, the model’s performance is almost equal for both classes in terms of correct
predictions (1942 negatives, 2080 positives).
Privacy Classifier Model
Confusion Matrix
The confusion matrix was used to assess the validity of privacy classifier
models. The diagrams below show the privacy classifier’s confusion matrix. Only
24.40% of Identity theft were mislabeled as Location Tracking and 11.0% as Data
Leakage, while 65.0% were classified accurately as Identity theft. Only 15.00% and
00.0% of Location Tracking were misclassified as Data Leakage and Identity theft,
respectively, while 85.0% of Location tracking was classified accurately. Only
27.0% and 0.00% of Data leakage were misclassified as Location tracking and

Identify theft, respectively, while 73.00% of Data leakage was classified accurately.
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Figure 8: Confusion Matrix for the Privacy Classifier

(Researcher’s construct, 2025)

Error Analysis

Another explicit metric that is being used to measure the generalization of
a model is the loss of the classifier. Loss measures how well or poorly the model’s
prediction matches our data's actual or ground truth classes. In other words, it
quantifies the predicted output of the model and the ground truth labels. The Cross
Entropy Loss was used in this regard. The table below shows the loss obtained
during the test for each of the test data. The first table shows a relatively large loss
value for the test data. Subsequently, the loss was reduced to improve the
generalization of the model's performances. The techniques used are indicated in

the previous Chapter where we added regularization to avoid overfitting and
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underfitting, added a couple of dropout layers, and set the rate to 0.5. performed
data augmentation etc.

Before continuing, we took a closer look at the predictions made by our
model. To arrange the test samples according to the model loss, we used a
straightforward yet effective method. As soon as we cross the label during the
forward pass, the loss is instantly determined and returned. The table below shows
a sample of the test data actual label and the predicted loss metric for each of the
sentences in the test dataset. In the two figures below, we combined the text, the
actual label, the predicted label and the loss for each of the text during the training.
Afterwards, the data was sorted based on the losses. Figure 10 was sorted based on
the maximum loss value and Table 1 was also sorted based on the smallest loss.
We could see that the smaller the loss the better or more accurate the model becomes
and contrary, the model deviates from predicting the correct ground truth labels.
Sorted based on larger Loss

Table 2: Bigger Loss and Actual and Predicted Labels

Text Actual Label Predicted Label Loss
This is my Identity theft Data leakage 7.424717
girlfriends

Instagram

account. Due to a
recent data
breach, her

personal
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information
including her
email, phone
number, and
address has been
exposed online
without her
consent.

Part of the AT&T
breach as I'm sure
many of you are
as well. My SSN,
date of birth, and
account  details
were all leaked.
Someone has
already attempted
to open a credit
card in my name.
hi all, dealing with
an awful mess im
trying to sort out.

Someone has been

Identity theft

Identity theft

Data leakage 7.064817

Location tracking  6.708397
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tracking my
location through a
stalkerware  app
installed on my
phone without my
knowledge. I need

help removing it.

Source: (Researcher, 2025)

Sorted based on small loss

Table 3: Comparison of Actual and Predicted Labels Across Loss Values

Text Actual Value  Predicted Value Loss Value

Good morning everyone, I'm

looking for a GPS tracker I can

put on my boat. It needs to have

a battery life of more than 1
Location

month, be waterproof and no Location tracking 0.000262
tracking

monthly plan. Is there a GPS

tracker that only charges me if [

use the tracking service? I'll

only need to check where my
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boat is if I get there one day

and it's gone.

so ive been using spotify for

over a year now and i love it

and have all my playlists there.

1 just recently got an email

saying my email address was

just changed to:

rodajeproduccion2018@gmail.

com. which is not my email

address and now i am locked

out of my account even when i Data
Data leakage 0.000957

go to try and change passwords leakage

1 cant get in. 1 emailed customer

support and they want 1 would

consider some private

information. and 1 didnt feel

comfortable sharing that info

through email. so 1 called their

customer support number 1-

888-883-9566....when i called 1

got some guy with an accent
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and it was super loud. he didnt
even say spotify or a company
name. i told him what was
wrong and he wanted a 4-step
verification method. my full
name, phone number, DL#, my
bank statement showing their
charge. hes like itll be
encrypted into a website. im
like what? they already hacked
my account online why would 1
give more information to them.
hes no its a security measure. so
before 1 gave any more
information i was like ok what
next. hes like open the spotify
website and then open up a new
tab. hes like im going to have to
connect to your computer!?!
(WHAT? i thought only apple
does that when you need to fix

something) and im like ok no
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thanks and HUNG UP! was i
wrong? am i the only one who
thinks this is ludicrous? how
should i go about getting my

account back?

My wallet was stolen - inside

were two SIM cards that have

never been used, but had active

lines. (Some deal through T-

Mobile, if I added two lines

something about some deal - it

worked out.) I remembered this

today, so I went to check my T-
Identity

Mobile account, and sure Identity theft 0.000371
theft

enough, their is using my SIM

card in his own phone. He's

called a lot of people, one

number in particular mostly. I

used a search thing to look

them up. Some numbers came

back to local people around my

area. | tried to contact a few of
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them via Facebook. One did get
back to me, said that number
hadn't been hers in a year. But
someone was hacking her stuff
since around the same time my
purse was stolen. Idk, I can't
really find any valuable info.
But the weird thing is, most
calls are only 1-4 minutes long.
Idk I guess I just can't
understand wtf he is doing with
my sim. Assuming he has at
least my name and address
(from my drivers license) is
there anything he could have

done to me personally?

Source: (Researcher, 2025)

In the output layer, as discussed, the class probability of the ground truth
labels is obtained using the SoftMax function, and the class with the highest
probability is presented alongside the predicted label. The graph below shows the

class probabilities of the various classes and the predicted class having the highest
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probability value. The class probability against the actual labels shows the
dominant class in the sample test data provided.

Testing with new data

We tested the model with sample test data to plot the class probabilities against the
actual labels to show the dominant class in the sample test data. The class in the test
data is Data leakage with the highest probability which is approximately 95%.

See the graph below.

100 —

80 —

0 —

lass Probability (%)
=3}
=

C

Identity Theft Location Tracking Data Leakage

Figure 9: Sample text and label class probability Prediction
The aforementioned evaluation results serve as a basis for the discussion
that follows regarding how well these models respond to the research questions and

achieve the goals that were established at the outset of this investigation.
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Discussion on Research Question 1

Research Question 1:

How can sentiment analysis be effectively applied to identify prevalent privacy
concerns expressed by students using eLearning platforms in higher
educational institutions?

Research Objective 1:

Develop a robust sentiment analysis model capable of accurately classifying
user responses as positive, or negative in the context of privacy concerns on
eLearning platforms.

The first research question aimed to explore the performance of the
sentiment analysis model in identifying privacy concerns within student feedback
on eLearning platforms. The performance of sentiment analysis in this context lies
in its ability to effectively generalize and process large volumes of textual data,
such as student reviews, and feedback, and classify them into sentiments (positive
or negative). Our sentiment analysis model successfully categorized responses into
positive, and negative sentiments, with a particular focus on those associated with
privacy issues.

Considering the literature on sentiment analysis in educational contexts
such as works by (Onan, 2021). Our findings align with this trend, reinforcing the
significance of deep learning-based approaches in educational sentiment analysis.
The results from the models suggest that deep learning architectures can capture
dependencies in textual data and are effective for classification tasks. This supports,

(Kechaou et al., 2011) that classified a wide range of extracted opinions/sentiments
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expressed in eLearning platforms. Our sentiment model extracts similar sentiment
from the eLearning platforms based on user feedback; however, in contrast, these
extracts are based on the security and privacy of the eLearning systems expressed
in the opinions of the learners.

Alternatively, H. Lee ef al. (2013) used the findings of their study to the
development of a recommendation system that can assist businesses in identifying
potential innovative ideas from a vast array of concepts. This novel idea has not
yet been explored in eLearning systems to identify the most prevalent privacy
issues that may occur in eLearning systems and in advance find possible ways to
mitigate them. The sentiment analysis model will help to explore the learner’s
sentiment on privacy in the learning system, moving on, it will help us build the
privacy classifier that will be used to identify the prevalent privacy issues that may
occur in the eLearning system. Yet again, this will provide a knowledge base to
understand and know the most prevalent privacy issues in the learning systems —
which can help identify prospective ways in advance to mitigate privacy issues
collected over time. In furtherance, this will help generate innovative ways to
ensure the privacy preservation of stakeholders' information on the learning
platform.

However, for the sentiment model, our focus on privacy concerns
introduced additional complexity, as these concerns often involve more subtle and
context-specific language compared to general course evaluation studies identified
in the literature. Despite these challenges, our model, powered by BERT pre-trained

embeddings, achieved a robust accuracy of 70 %. This slight reduction in accuracy,
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compared to the MOOC study, and many others in the literature, can be attributed
to the specialized nature of our task, which required the model to differentiate
between privacy-related sentiments and other types of negative feedback.
In contrast, the use of BERT embeddings in our study provided a more nuanced
understanding of privacy-related language, allowing our model to better capture the
context and semantics of student feedback. This is consistent with the results
reported in the MOOC study, where the LSTM network with GloVe embeddings
was shown to excel in capturing the temporal dependencies in sentiment-laden text.

Moreover, while our study focused on privacy concerns, it would be
beneficial to apply similar deep learning techniques to other specific aspects of
eLearning feedback, such as academic integrity or student engagement, to further
validate the generalizability of deep learning models in educational sentiment
analysis. Onan (2021) employed sentiment analysis on educational data to gather
input on resources and learning materials, which yielded insightful information to
improve the calibers of learning materials and pinpoint students' learning
preferences. In conjunction, our findings demonstrate that the sentiment model is
a powerful tool for detecting privacy concerns — as students often express their
discomfort with various privacy practices through negative sentiment responses.
This will provide insights to enhance effective security and privacy integration into
the Higher institution’s business objectives and requirements.

That said positive sentiment will serve as appraisal: there are no privacy
breaches experienced by the students and negative sentiment will indicate a

potential privacy breach and therefore swift action is needed. According to
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Baragash er al. (2022), sentiment and satisfaction indicators in student posts,
comments, and feedback, sentiment analysis has the potential to significantly
enhance the teaching and learning process in higher education by assisting
administrators and instructors in identifying students' trouble spots and taking
prompt corrective action. Juxtaposing that to our results, this feedback through the
sentiment analysis model will help administrators understand student concerns
about their privacy and areas that require prompt actions. The model was
particularly adept at identifying dissatisfaction related to data leaks/data breaches,
location tracking, and Identity theft issues.

However, the accuracy of the sentiment classification was sometimes
compromised by the complexity of the language used by students, suggesting that
further refinement of the model, including the integration of contextual analysis,
could enhance its effectiveness. This same suggestion was made by Mukhopadhyay
& Singh (2023) in their study. The ability to automatically classify and flag privacy-
related concerns from large volumes of student feedback provides educational
institutions with a proactive means of identifying potential issues before they
escalate. This will render asunder the consequences of failing to protect personal
and academic data, identified by Roussos et al. (2023). The higher the Institution
and security objectives align, the more successful the two will be. This aligns to
develop a robust sentiment analysis model that accurately captures privacy-related

sentiments.
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Discussion on Research Question 2

Research Question 2:

What specific privacy issues are commonly raised by students in negative
sentiment responses, and how can these issues be addressed through effective
privacy preservation measures?

Research Objective 2:

Train a privacy classifier model to identify specific privacy concerns within
negative sentiment responses, focusing on issues such as data collection, data
breaches, Identity theft, and Location Tracking.

As asserted by Friedewald ef al. (2017), privacy is not a definite issue in
that what might be classified as a privacy breach in one instance might not be
perceived as a privacy breach in another. We acknowledge that privacy is
multifaceted and highly context-based — and requires a comprehensive approach
to address them. Therefore, we choose Data leakage, Identity theft, and location
tracking as our targets so that we can train our classifier on them. These three
privacy breaches above represent diverse and critical aspects of user privacy in
digital environments, particularly in eLearning systems. They pose substantial risks
to user trust, security, and compliance with privacy regulations.

According to Chen & He (2013) the risk increases with the complexity of
online learning systems' features and functionalities; hence, the scope of the privacy
classifier can be expanded to cater for the complexities that may arise as the system
becomes more complex. According to Al-Hail et al. (2023), learners feel worried

about using online learning because of privacy and ethical issues.
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This research question addresses this concern by creating awareness and
involving the learners in identifying the prevalent privacy issue. This will alleviate
the worry about their privacy and ethical issues while we encourage open and
shared knowledge on digital platforms. Prinsloo et al. (2019) suggests that Massive
Open Online Courses (MOOCs) are much more interested in protecting their
interest, not the users or clients. This research tries to prioritize the users in response
to getting feedback from them as to how they feel about their privacy and security
on the eLearning systems which helps the administrators further take actions to
protect their privacy on the learning system. The second research question sought
to identify the specific privacy concerns most frequently expressed by students in
negative sentiment responses. Our privacy classifier model, trained on our dataset,
can identify the privacy issue within the textual responses from the users of the
eLearning system with only a 28% margin of error. Following this, after the
responses are collected over time, the most prevalent privacy issues will be noticed
and further action can be taken to mitigate those issues.

Moreover, much insight can be gleaned from the response and the choice of
the privacy-preserving algorithm can be used to effectively address those issues.
Ivanova et al. (2022) explores the application and necessity of privacy-preserving
algorithms in eLearning environments to protect students' identity and data.
Assuming that over three months the privacy classifier collates data leakage as the
most prevalent privacy breach in the learning system, the most appropriate privacy-
preserving algorithm would be K-Anonymity — replacing specific data with more

general representations or t-Closeness algorithm — making sure that the
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distribution of a sensitive attribute in any k-anonymous group closely resembles the
distribution of the attribute in the whole data. Since the majority of entities and
organizations prioritize the most important problems and high-risk processing tasks
with their limited resources, this will provide an effective system to support human
experts in privacy preservation tasks by automating the detection of prevalent
privacy issues in the eLearning, rather than relying solely on manual effort by
human experts. By doing so, institutions can detect and address privacy concerns
more swiftly and accurately. These findings and insight underscore the need for
higher educational institutions to focus on these specific areas of privacy breaches
when designing and implementing privacy preservation measures. By addressing
the concerns identified by the privacy classifier model, institutions can create a
safer online learning environment. The research objective of training a privacy
classifier model to pinpoint specific privacy issues has been successfully met, as
demonstrated by the model's ability to highlight key areas of concern and provide
privacy issues within the feedback from the learners.

Discussion on Research Question 3

Research Question 3:

How can higher educational institutions leverage sentiment analysis and
privacy classification models to identify and mitigate privacy issues within
their eLearning environments proactively?

Research Objective 3:

Develop recommendations for higher educational institutions to address

identified privacy concerns, including implementing appropriate privacy
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preservation measures and fostering a responsible data handling and
transparency culture.

Although the eLearning system's infrastructure and content have been
developed with significant effort, very little work has been done to keep the system
secure (R. Ali & Zafar, 2017; Bhatia & Maitra, 2018; Kritzinger, 2006). If the
sentiment and privacy classifier model are both integrated into the learning systems,
it will provide actionable steps for institutions to enhance privacy preservation on
their eLearning platforms.

The third research question explored how higher educational institutions
can utilize the insights gained from both the sentiment analysis and privacy
classification models to manage privacy risks proactively. The possible integration
of these models into the privacy management framework of educational institutions
offers a novel approach to addressing privacy concerns in eLearning environments.
Most of the literature sees student feedback as an important component of the
quality assurance and control process. As such, He er al. (2015) offered a
framework for gathering online public sentiment about a product's reputation.
When compared to the traditional survey strategy, they discover that text mining
approaches offer both a significantly lower cost and a greater amount of knowledge
discovery from public opinion. In light of this, this study through the sentiment and
privacy model will be a key benchmark for effective security and privacy breach
knowledge discovery. By continuously analyzing student responses, the model
could identify shifts in sentiment that may indicate emerging privacy concerns or

appraisal. For instance, a noticeable spike in negative sentiment could signal a
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recent change in platform policy or functionality that students perceive as a threat
to their privacy.

In effect, the privacy classifier model goes beyond general sentiment
analysis by categorizing specific privacy issues within negative sentiment
responses. This capability will allow higher institutions to understand the precise
nature of the concerns being raised. For example, if a significant portion of negative
feedback is classified under 'identity theft,' the institution can prioritize enhancing
its identity verification processes and securing personal data. This detailed level of
insight will enable higher institutions to target their interventions more effectively.
For example, if location tracking is a frequent concern, the institution might
consider providing clearer information about how and why location data is used, or
even revising data collection practices to better align with student expectations.
Additionally, if the classifier indicates a high frequency of concerns related to data
breaches, the institution might prioritize upgrading its cybersecurity measures and
educating students on how their data is protected. In furtherance of technical
measures, institutions can also implement educational campaigns to inform
students about best practices for safeguarding their privacy. These campaigns can
be informed by the data-driven insights from both models, ensuring that they
address the most relevant and current concerns.

This proactive approach allows for immediate interventions, such as
revising data handling practices or improving security measures, to prevent minor
concerns from becoming significant problems. The privacy classification model

complements this process by providing detailed insights into the specific nature of
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the concerns raised, enabling institutions to develop targeted privacy preservation
strategies identified earlier, and awareness creation through open interaction with
students. As a result, educational institutions and instructors will be better able to
respond to and accommodate students' security and privacy concerns as necessary.
The findings suggest that by continuously analyzing student feedback through
sentiment analysis, Higher Institutions can identify emerging privacy issues in real
time. Institutions that actively engage with students about their data policies and
privacy measures are likely to build stronger trust and improve overall student
satisfaction. Consequently, students will feel supported, more involved, and
partially responsible for safeguarding their privacy and security on the eLearning
system. According to Shang et al. (2021), learners' privacy concerns and trust affect
their desire to utilize online learning systems. One of the key benefits of integrating
sentiment analysis and privacy classification models into eLearning platforms is
the potential to enhance trust and transparency. When students see that their
feedback is being actively monitored and that their concerns are being addressed,
they are more likely to trust the platform and feel secure using it. This increased
trust can lead to higher levels of engagement and satisfaction, ultimately improving
the overall learning experience. Data-driven decisions based on the models' outputs
institutions can demonstrate their commitment to student privacy, fostering a
culture of transparency and responsible data handling. This not only helps protect
students' personal information but also enhances the institution's reputation as a
leader in privacy-preserving educational practices. The recommendations

developed as part of this research align to provide actionable steps for institutions
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to enhance privacy preservation on their eLearning platforms. Moreover, the study
emphasizes how crucial openness and communication are to developing a culture
of ethical data handling.

In all Nasukawa & Yi (2003) propose an all-inclusive approach to mitigate
privacy issues in the eLearning system. This research is in line with this suggestion
as it includes the stakeholders on the learning platform to help shape the privacy
and security metrics of the eLearning system. This will also assist higher education
institutions in creating an appropriate budget for a security program and the security
components that make it up. It will also serve as a useful technique to inform and
optimize the application of privacy preservation algorithms like k-anonymity and
differential privacy and many others in eLearning learning environments. Upshot
for the industry experts, security and privacy training resources can be tailored to
the most prevalent privacy issues instead of holistic security training which might
not be cost-effective.

Chapter Summary

In conclusion, we presented the evaluation of the model's performance
using standard metrics such as precision, accuracy, etc. Moreover, we specified the
relevance of the study highlighting the need for higher institutions to prioritize their
limited resources to protect against threats that they might be exposed to. As
previously mentioned, the answers will entail creating knowledge-based solutions
that are bolstered by analyzing student sentiment and forecasting the most common
privacy concerns on the eLearning platform. This subtle solution can lead to the

integration of Privacy Enhancing Technologies such as identity protection, location
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tracking, and data security enhancement. This technology will largely strengthen
user privacy and secure learning environments. This will again provide an adept

privacy-preserving task within the eLearning system.
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CHAPTER FIVE

SUMMARY, CONCLUSIONS AND RECOMMENDATIONS
Overview

This chapter will start by summarizing the study's results and limitations
before offering suggestions for additional research.
Summary

It is tough to construct a knowledge base to identify learners’ sentiments on
their privacy and further report privacy issues on an online system. This study
aimed to ensure privacy preservation in eLearning systems in higher educational
institutions. We leveraged the feasibility of using Deep learning algorithms —
specifically the Bidirectional Encoder Representation from Transformers (BERT)
and natural language processing techniques such as sentiment analysis and text
classification to ensue privacy preservation on elLearning systems from the
perspective of learners. The privacy classifier model predicts the most prevalent
privacy issue on the online learning platform particularly for negative sentiment;
with the assumption that negative sentiment might contain some level of privacy
breaches. The results from the models indicate 80% and 74% accuracy for the
sentiment and privacy classifier models respectively during the testing. This
percentage shows how robust both models can generalize unseen data. Other
supporting metrics such as Fl-score, Confusion Metrics were all used to measure
the effectiveness of the models. The privacy classifier model demonstrated

remarkable performance with precision, recall, and F1-scores of 0.79, 0.75, and
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0.75, respectively, on our dataset. Moreover, the sentiment model had precision,
recall, and F1-score as 99.28, 99.51, and 99.39

The findings appeared to suggest recommendations can be made to enhance
privacy and technology integration within the higher educational institution’s
eLearning environment in the end. As these predictions, both the sentiment and the
privacy issues, are collected over a period, the dominant sentiment and privacy
issue can provide insight and recommendations to various ways, such as user
education, the choice of the privacy-preserving algorithm, etc., that can enhance the
privacy of the learners in higher institutions. Further, for higher institutions to tailor
their limited resources to privacy security awareness training, it is imperative to
identify the prevalent issues on the learning platform. This will allow effective
allocation of the limited resources rather than a holistic approach to creating privacy
and security awareness amongst the learners who are patronizing the service of the
online learning platform. A subtle objective of this study.

In summary, given the critical importance of internet security, this study
aimed to identify potential antecedents of privacy concerns by applying sentiment
analysis within the context of eLearning platforms in higher educational
institutions. This chapter concluded the study by addressing the research aims and
questions, focusing on privacy concerns within eLearning platforms in higher
educational institutions. Through sentiment analysis, the study identified key
antecedents to these concerns. Specifically, identity theft, data leakage, and location
tracking—the primary targets identified by the privacy classification model—were

prevalent privacy concerns frequently detected in negative sentiment responses.
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The model's ability to pinpoint these concerns highlights its effectiveness in
analyzing student feedback on eLearning platforms. Based on these findings,
actionable recommendations were developed to help educational institutions
proactively address these concerns by implementing robust privacy-preserving
measures. The chapter also reviewed the limitations of the sentiment analysis and
privacy classification models, such as their scope and generalizability. These
limitations provided a foundation for future research recommendations, including
expanding the model to capture additional privacy concerns and applying the
findings in a broader range of eLearning systems.
Recommendations

Future research should explore the application of other pre-trained models,
such as GPT-4, alongside various word embedding techniques like GloVe and
Word2Vec, within deep learning architectures for discovering user sentiment and
privacy issues, as well as recommendations for improving results. Furthermore, the
study could be expanded to encompass a wider context, targeting higher education
institutions nationwide. All stakeholders within the institution should be included
in the research rather than relying solely on the selected samples from this study.
Since the BERT pre-trained model and its associated word embeddings, WordPiece,
were utilized in this research, future work could incorporate different deep learning
models, including RoBERTa and LSTM. Additionally, privacy classifiers can be
broadened in subsequent studies to encompass a wider range of privacy issues
within the eLearning system. Consequently, institutions could investigate the

integration of these models into more extensive data governance frameworks. This
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would not only involve monitoring student feedback but also integrating other data
sources, such as system logs and third-party evaluations, to offer a more
comprehensive understanding of privacy risks. Moreover, as the fields of NLP and
deep learning continue to advance, institutions may find it beneficial to update their
models to take advantage of the latest developments, ensuring that their privacy
monitoring capabilities remain cutting-edge.
Conclusions

This study set out to address a critical yet underexplored gap in the
eLearning security landscape: the absence of a wuser-centric, NLP-driven
mechanism through which learners' privacy concerns could be systematically
identified, classified, and acted upon within higher educational institutions. By
leveraging fine-tuned BERT-based transformer architectures within a two-tiered
hierarchical framework, the research successfully developed and validated a
sentiment analysis model achieving an accuracy of 80-91% and a privacy classifier
model achieving 74-88% accuracy, collectively capable of detecting negative
learner sentiment and categorising the most prevalent privacy concerns data
breaches and leakage, identity theft, and location tracking from student feedback
on eLearning platforms at the University of Cape Coast, the University of Energy
and Natural Resources, and Kwame Nkrumah University of Science and
Technology. The findings affirm that privacy in digital learning environments is not
solely a technical or administrative matter but a deeply human concern that

demands the active involvement of learners themselves.
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By repositioning the student as a central stakeholder in the privacy
preservation process, this research offers higher educational institutions a scalable,
data-driven foundation for making informed, timely, and targeted decisions about
privacy risk mitigation. Ultimately, this study demonstrates that when NLP-based
sentiment analysis is thoughtfully designed and rigorously applied, it can
meaningfully contribute to building more secure, trustworthy, and student-centred
eLearning environments — not only in Ghana but across the broader landscape of

digital higher education.
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