
See discussions, stats, and author profiles for this publication at: https://www.researchgate.net/publication/323581851

Impact of Big Data on Security

Chapter · March 2018

DOI: 10.4018/978-1-5225-4100-4.ch015

CITATIONS

19
READS

879

2 authors:

Some of the authors of this publication are also working on these related projects:

Assessment of access to magnetic resonance imaging services in Ghana View project

Neuroimaging in neurocognitive disorders View project

Ramgopal Kashyap

Sartorius

51 PUBLICATIONS   315 CITATIONS   

SEE PROFILE

A. D. Piersson

University of Cape Coast

27 PUBLICATIONS   53 CITATIONS   

SEE PROFILE

All content following this page was uploaded by Ramgopal Kashyap on 27 August 2018.

The user has requested enhancement of the downloaded file.

https://www.researchgate.net/publication/323581851_Impact_of_Big_Data_on_Security?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_2&_esc=publicationCoverPdf
https://www.researchgate.net/publication/323581851_Impact_of_Big_Data_on_Security?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_3&_esc=publicationCoverPdf
https://www.researchgate.net/project/Assessment-of-access-to-magnetic-resonance-imaging-services-in-Ghana?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/project/Neuroimaging-in-neurocognitive-disorders?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_9&_esc=publicationCoverPdf
https://www.researchgate.net/?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_1&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Ramgopal_Kashyap2?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Ramgopal_Kashyap2?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/Sartorius2?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Ramgopal_Kashyap2?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/A_Piersson?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_4&_esc=publicationCoverPdf
https://www.researchgate.net/profile/A_Piersson?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_5&_esc=publicationCoverPdf
https://www.researchgate.net/institution/University_of_Cape_Coast?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_6&_esc=publicationCoverPdf
https://www.researchgate.net/profile/A_Piersson?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_7&_esc=publicationCoverPdf
https://www.researchgate.net/profile/Ramgopal_Kashyap2?enrichId=rgreq-02697cc6ff7e2190cc71f73de9253d08-XXX&enrichSource=Y292ZXJQYWdlOzMyMzU4MTg1MTtBUzo2NjQxNzE4MTMyNzc3MTdAMTUzNTM2MjMwODY4Mg%3D%3D&el=1_x_10&_esc=publicationCoverPdf


283

Copyright © 2018, IGI Global. Copying or distributing in print or electronic forms without written permission of IGI Global is prohibited.

Chapter  15

DOI: 10.4018/978-1-5225-4100-4.ch015

ABSTRACT

The motivation behind this chapter is to highlight the qualities, security issue, advantages, and dis-
advantages of big data. In the recent researches, the issue and challenges are due to the exponential 
growth of social media data and other images and videos. Big data security threats are rising, which is 
affecting the data heterogeneity adaptability and privacy preservation analytics. Big data analytics helps 
cyber security, but no new application can be envisioned without delivering new types of information, 
working on data-driven calculations and expending determined measure of information. This chapter 
demonstrates how innate attributes of big data are protected.

INTRODUCTION

Data has transformed into a key bit of every economy, industry, affiliation, business limit and individual. 
The Big data display unique computational and genuine troubles, including flexibility and limit bottleneck, 
disturbance accumulating, spurious association and estimation botches. These difficulties are perceived 
and require new computational and quantifiable perspective. This shows the big data Mining and the 
issues and challenges with emphasis on the perceived segments of Big Data. It moreover discusses a 
couple of strategies to deal with tremendous data. Huge data is a total term insinuating data to outperform 
the getting ready limit of standard data organization structures and programming frameworks (Herland, 
Khoshgoftaar & Wald, 2014). However with big data come enormous esteems. Information turns out 
to be enormous information at the point when singular information quits making a difference and just a 
vast gathering of it or examinations gotten from it are of esteem with numerous enormous information 
breaking down innovations, experiences can be inferred to empower better basic leadership for basic 
improvement ranges, for example, social insurance, monetary profitability, vitality, and catastrophic event 
forecast. The period of Big data has purchased with it a plenty of chances for the headway of science, 
change of medicinal services, advancement of financial development, upgrade of training framework 

Impact of Big Data on Security
Ramgopal Kashyap

Sagar Institute of Science and Technology, India

Albert D. Piersson
University of Cape Coast, Ghana



284

Impact of Big Data on Security
﻿

and more methods for social collaboration and stimulation. safety and insurance are unimaginable mat-
ter in tremendous data on account of its epic volume, rapid, broad grouping like immense scale cloud 
establishment, arrangement of data (Gartner warns of big data security problems, 2014). The utilization 
of vast scale framework that is fluctuated number of programming stages crosswise over vast systems 
of PCs expands the area of assault to an all new level of the whole framework. The distinctive defy is to 
colossal big data and appropriated registering additionally, its safety and assurance concern for motive 
to show the purposes of intrigue.

QUALITIES OF BIG DATA

The gigantic in enormous information is a result of the absolute amount of huge information that it truly 
suppose. It insinuates the gigantic measures of data that is made each second moment. It starts as of 
broad datasets or various little data bit assembled after some time. Reliably more than 200 messages and 
2 million photos are exchanged and 1.8 million inclinations are created on social media and more than 2 
million recordings are seen (Hoskins, 2014). “Big data” rises up out of this amazing acceleration in the 
quantity of IP-prepared endpoints. It is truly quite recently the term for all the accessible information in 
a given range that a business gathers with the objective of finding concealed examples or patterns inside 
it. These, once uncovered by investigation devices, can be utilized to yield an enhanced result not far off 
higher consumer loyalty, speedier administration conveyance, more income, et cetera. The other side of 
that coin is that the design used to store big data additionally speaks to a gleaming new focus of enor-
mous information security issues for criminal action and malware. Should something happen to such a 
key business asset, the outcomes could be annihilating for the association that accumulated it (Miciuła & 
Miciuła, 2015). Lamentably, a number of the apparatuses related with enormous information and savvy 
examination are open source. In many cases they are not outlined considering security as an essential 
capacity, prompting yet more enormous information security issues. Individuals, process, information 
and things are the solid pillars of huge information as appeared in Figure 1.

BIG DATA SECURITY ISSUES 

Along these lines, because of that, here’s a waitlist of a portion of the undeniable enormous information 
security issues that ought to be considered. 

1. 	 Non-Social Information Stores: Think NoSQL databases, which without anyone else’s input for 
the most part, need security (which is rather given, kind of, through middleware) (Bhagwath & 
Mallikarjun Math, 2016).

2. 	 Storage: In enormous information design, the information is normally put away on numerous levels, 
contingent upon business requirements for execution versus cost. For example, high-need “hot” 
information will as a rule is put away on streak media. So securing capacity will mean making a 
level cognizant procedure. 

3. 	 Access Controls: Similarly as with big business IT all in all, it’s basically imperative to give a 
framework in which encoded confirmation/approval checks that clients are who they say they are, 
and figure out who can perceive what. 
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